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Ten Privacy and Security Tasks for Counsel 

Adam H. Greene 

Introduction 

Did you study privacy or information security in school? If you are reading this, than 

chances are that you did not. As legal risks associated with information privacy and security 

continue to rise, however, it is becoming increasingly important for counsel to take a proactive 

interest in these areas rather than merely deferring to privacy and security officers and 

responding to incidents as they arise. Otherwise, by the time a complaint or data breach occurs, 

you may find that it is too late to minimize the legal risks. 

This paper identifies ten tasks that counsel of any health care organization can take to 

help protect the organization from information privacy and security legal risks. 

1. Confirm that an accurate and thorough risk analysis is in place. The U.S. 

Department of Health & Human Services (“HHS”) Office for Civil Rights (“OCR”) is the 

agency primarily responsible for administering and enforcing the privacy, security, and breach 

notification regulations promulgated pursuant to the Health Insurance Portability and 

Accountability Act of 1996 and the Health Information Technology for Economic and Clinical 

Health Act (collectively, “HIPAA”). When the HIPAA regulations were first promulgated, OCR 

emphasized that its focus would be on voluntary compliance and technical assistance rather than 

seeking penalties for noncompliance. In recent years, however, OCR has increasingly sought 

financial settlements for allegations of noncompliance.1 

                                                 
1 Dep’t of Health & Human Servs., Office for Civil Rights, Case Examples and Resolution Agreements (last visited 
June 10, 2014), http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html. 
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While the facts giving rise to OCR financial settlements have differed significantly, one 

of the most recurrent themes and a focus of many OCR presentations has been the need for an 

accurate and thorough risk analysis. 

Many counsel first learn whether their client has an accurate and thorough risk analysis 

after a breach. At that time, it is likely too late, and the client may be on the path towards an 

OCR settlement. Accordingly, it is important for counsel to understand some basic concepts of a 

risk analysis and proactively ensure that an accurate and thorough one is in place. 

There are two primary sources to review on what constitutes a good risk analysis. The 

first is OCR guidance from July 2010, which is available at 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf. The 

second, which is far more detailed and technical but is essentially the risk analysis bible, is 

National Institute of Standards and Technology Special Publication 800-30 Rev. 1 (Sept. 2012), 

available at http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf. 

Counsel need not become information security experts to identify whether a risk analysis 

potentially passes muster. Here are a few steps that can be taken to review a risk analysis: 

 Scope – Ensure that it covers all electronic protected health information, not just 

the electronic medical record. This may include, for example, servers, desktops, 

laptops, other mobile devices (e.g., tablets and smartphones, if used), copiers and 

faxes that store information on hard drives, portable media (e.g., CDs, DVDs, 

thumb drives, external hard drives), information stored on cloud services, and 

backup tapes. 

 Threats – Consider a wide range of “reasonably anticipated” threats to 

confidentiality, integrity, and availability of information. This may include 
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malicious insiders, careless insiders (e.g., a user who violates policies or 

inadvertently misconfigures security controls), malicious outsiders (e.g., hackers), 

natural disasters, and environmental factors (e.g., loss of network connectivity, 

disruption of HVAC, etc.). Does the risk analysis identify a range of threats? 

 Vulnerabilities – For a threat to have an impact, it must be coupled with a 

vulnerability, such as a lack of a backup or a poor password. Consider what 

vulnerabilities are within the organization that could be exploited by a threat. 

Does the risk analysis identify such vulnerabilities? 

 Existing security controls – Consider what existing security controls are in place, 

such as policies, procedures, training, physical controls, and technical controls. 

Does the risk analysis identify current security controls? 

 Likelihood – What is the likelihood that a given threat will exploit a vulnerability 

over a given period of time, such as the next year? The risk analysis may describe 

the likelihood in terms such as “high,” “medium,” and “low.” 

 Impact – What is the impact or harm on patients and the organization if a threat 

exploits a vulnerability? The risk analysis may describe the impact in terms such 

as “high,” “medium,” and “low.” 

 Risk – What is the result when combining likelihood and impact? The risk 

analysis should identify an aggregate risk level, such as “low,” “medium,” or 

“high.” (See fig. 1) 
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Fig. 1

 

Source: NIST Special Pub. 800-30 Rev. 1 at I-1. 

OCR has not prescribed how frequently a risk analysis must be updated, but the Medicare 

and Medicaid EHR incentive programs (commonly known as the Meaningful Use programs) 

require that an eligible hospital or professional at least update the risk analysis once every 

reporting period to demonstrate “meaningful use” of certified EHR technology.2 

2. Confirm the client is sufficiently insured against information breaches and 

that you understand any restrictions on your policy. Whether due to the theft of an 

unencrypted laptop, a misconfiguration of security controls, or a dedicated hacker, anyone can be 

the victim of an information security breach. In the best case, the incident will not be reportable 

under federal and state law and the organization will be able to treat it as an opportunity to 

improve its practices. In other instances, the client will need to notify all impacted individuals, 

the government, the media, and maintain a call center. In what may be the worst case scenario, 

the client will face a class action lawsuit which seeks $1,000 or more per individual, which can 

                                                 
2 See, e.g., Centers for Medicare & Medicaid Services, Eligible Professional Core Measures, Measure 14 of 14 (last 
updated Apr. 2013), http://www.cms.gov/Regulations-and-
Guidance/Legislation/EHRIncentivePrograms/downloads/15_Core_ProtectElectronicHealthInformation.pdf. 
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mean a billion dollar lawsuit in the case of a device holding millions of records.3 In California, 

for example, the Confidentiality of Medical Information Act even provides that a plaintiff need 

not demonstrate actual damages to receive $1,000 for a violation of the Act.4 Accordingly, a 

single breach can put the entire organization at risk. 

Counsel should take the time to work with the client to ensure that appropriate breach 

insurance coverage is in place. A general liability insurance policy may cover information 

security breaches and sufficiently protect your client. Or, in the event of a lost or stolen hard 

drive, it may only cover the cost of the hardware and not the costs attributed to the lost data. 

Increasingly, general liability insurance policies are excluding information security coverage and 

a separate “cyber liability insurance” policy may be needed. 

You can assist your client with ensuring they have appropriate coverage with questions 

such as: 

 In the event of an information security breach, will insurance cover breach 

notification costs? 

o The cost of mitigation, including credit monitoring? 

o The cost of penalties or settlements with federal or state regulators? 

o Costs associated with a vendor’s breach of the client’s information? 

 Are there limits on what outside counsel and vendors may be used in the event of a 

breach? If limited, is the client comfortable with its choices? 

 At what point must the insurer be notified of a potential breach? 

                                                 
3 See, e.g., Bernie Monegain, $1B suit filed against Sutter Health over data breach, Healthcare IT News (Nov. 23, 
2011), http://www.healthcareitnews.com/news/1b-suit-filed-against-sutter-health-over-data-breach. 
4 Cal. Civ. Code § 56.36(b)(1). 
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3. Obtain Documentation of what is Not Encrypted. Your client can choose not to 

comply with certain laws (although I do not recommend it). Like it or not, however, the client 

must comply with one law: Murphy’s Law. Anything that can go wrong … will go wrong. 

If you ask your client’s information security officer whether the client encrypts sensitive 

data, you may be told “yes.” But when an information security breach occurs, you may learn that 

a number of laptops were not encrypted for one reason or another (such as those on carts in 

clinical areas). Or that none of the desktops or servers were encrypted. 

Consider asking an alternative question: what protected health information and other 

sensitive is not encrypted? If the answer is that all data is encrypted, how will the client prove 

this to the government? Does the client have documentation of where all sensitive information is 

located and that each such location is encrypted? 

More likely, if you ask the right question you will find that some sensitive data is not 

encrypted. If this is the case, then: 

 For any electronic protected health information that is not encrypted (even protected 

health information that is considered less sensitive, such as a patient list without 

diagnostic or financial information), does the client have documentation that 

encryption is not reasonable and appropriate as required by the HIPAA Security 

Rule?5 

 If you have documented that encryption is not reasonable and appropriate, does the 

documentation specify whether an equivalent alternative measure is reasonable and 

appropriate as required by the HIPAA Security Rule?6 

                                                 
5 45 C.F.R. § 164.306(d)(3)(ii)(B)(1) (“If implementing the implementation specification is not reasonable and 
Appropriate … Document why it would not be reasonable and appropriate to implement the implementation 
specification”). 
6 45 C.F.R. § 164.306(d)(3)(ii)(B)(2) (“If implementing the implementation specification is not reasonable and 
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 Does encryption address both data at rest (such as on servers, workstations, and 

portable media) and data in transit (such as through e-mails)?7 

 Does top leadership of the client understand the legal risks associated with any 

decisions to not encrypt electronic protected health information? 

The way the Security Rule is drafted, you either must encrypt electronic protected health 

information that is stored or transmitted, or document why it is reasonable not to do so. There is 

no provision allowing you to first explain why data was not encrypted after a breach occurred. 

4. Track FTC orders and guidance 

In the world of health care, when privacy and security is raised, the discussion usually 

focuses on HIPAA. But HIPAA and its regulators (OCR, state attorneys general, and the U.S. 

Department of Justice) are not the only game in town. The Federal Trade Commission also 

regulates information privacy and security, and health information is no exception. 

Section 5 of the FTC Act authorizes the FTC to regulate “unfair or deceptive acts or 

practices in or affecting commerce.”8 FTC has interpreted this clause to require appropriate 

information privacy and security safeguards. For example, if a notice of privacy practices lists 

the ways in which an entity will use and disclose health information, then any impermissible use 

or disclosure may be considered unfair.9 If a business does not maintain appropriate information 

security that puts consumer’s information at risk, then such a practice may be unfair.10 

The FTC has brought over 50 information security actions.11 Of these, five have been 

against health care entities or their vendors. First, FTC conducted joint investigations with OCR 

                                                                                                                                                             
Appropriate … Implement an equivalent alternative measure if reasonable and appropriate.”). 
7 45 C.F.R. § 164.312(a)(2)(iv) and (e)(2)(ii). 
8 15 U.S.C. § 45(a)(2). 
9 See, e.g., CVS Caremark Corp., F.T.C. No. C-4259 (2009). 
10 See, e.g., Accretive Health, Inc., F.T.C. No. C-4432 (2014). 
11 F.T.C., Commission Statement Marking the FTC’s 50th Data Security Settlement (Jan. 31, 2014), 
http://www.ftc.gov/system/files/documents/cases/140131gmrstatement.pdf. 



8 
 

with respect to CVS and Rite Aid’s alleged disposal of prescription information into publicly 

accessible Dumpsters. OCR settled for three-year corrective action plans and $2.25 million and 

$1 million resolution amounts, respectively.12 FTC entered into consent orders with each entity 

requiring 20 years of monitoring.13 Then FTC brought an action against LabMD over peer-to-

peer (“P2P”) file sharing software on a workstation allegedly exposing health information of the 

lab’s patients.14 LabMD is appealing, challenging the FTC’s authority to bring a Section 5 claim 

against a health care entity. Next, FTC entered into a consent order with 20 years of monitoring 

with Accretive Health, a health care revenue management company, over the loss of an 

unencrypted laptop containing personally identifiable information.15 Most recently, the FTC 

entered in a consent order with 20 years of monitoring with GMR Transcription Services, Inc.16 

FTC claims that GMR Transcription Services had lax oversight of the information security of an 

overseas vendor, leading to personally identifiable information being available through Internet 

search engines. 

FTC also has put out guidance on certain information security topics. For example, FTC 

has issued guidance on security risks of sensitive information on photocopier hard drives and 

risks related to P2P software on workstations.17 

When working with clients, consider both HIPAA and the FTC’s enforcement actions. 

For example, HIPAA requires a health care provider to enter into a business associate contract 

that passes on information security obligations to most vendors that handle protected health 

                                                 
12 Dep’t of Health & Human Servs., Office for Civil Rights, Case Examples and Resolution Agreements (last visited 
June 10, 2014), http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/index.html. 
13 Rite Aid Corp., F.T.C. No. C-4308 (2010); CVS Caremark Corp., F.T.C. No. C-4259 (2009). 
14 LabMD, F.T.C. No. 9357 (2013). 
15 Accretive Health, Inc., F.T.C. No. C-4432 (2014). 
16 GMR Transcription Services, Inc., F.T.C. File No. 122 3095 (2014). 
17 Copier Data Security: A Guide for Business, F.T.C., http://business.ftc.gov/sites/default/files/pdf/bus43-copier-
data-security.pdf (Nov. 2010); Peer-to-Peer File Sharing: A Guide for Business, F.T.C., 
http://business.ftc.gov/sites/default/files/pdf/bus46-peer-peer-file-sharing-guide-business.pdf (Jan. 2010). 
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information. But OCR traditionally has not indicated that health care providers are otherwise 

responsible for overseeing their vendors’ information security. In contrast, FTC has required a 

more proactive approach to vendor management, at least with respect to overseas vendors: 

[R]espondents failed to … take adequate measures to monitor and assess whether 
[overseas vendor] employed measures to appropriately protect personal 
information under the circumstances. Respondents did not request or review 
relevant information about [vendor’s] security practices, such as, for example, 
[vendor’s] written information security program or audits or assessments [vendor] 
may have had of its computer network.18 
  
Accordingly, when advising clients, it may be unwise to let the conversation end with 

“but HIPAA doesn’t require that.” Otherwise, an FTC 20-year consent order could be in the 

client’s future. 

 5. Run a breach response drill. A client has discovered that an employee’s car was 

broken into and the employee’s briefcase was stolen. Upon investigation, it is identified that an 

unencrypted thumb drive containing a spreadsheet with 150,000 patients was in the stolen 

briefcase. This is not the best time to learn whether your breach response plan works. 

 Instead, counsel can assist a client with running a breach response drill, such as a table 

top exercise. Such an exercise can help ensure that all necessary stakeholders are part of the 

breach response team, such as compliance, privacy, security, internal counsel, outside counsel 

(where necessary), human resources, public affairs, and executive leadership. Additionally, it can 

ensure that each member of the breach response team understands his or her role and 

responsibilities. 

OCR has stressed its expectation that, in addition to reporting breaches of unsecured 

protected health information, covered entities must have in place appropriate breach notification 

policies and training. For example, in the case of Adult & Pediatric Dermatology, P.C., the 

                                                 
18 GMR Transcription Services, Inc., F.T.C. File No. 122 3095 (2014) (compl.). 
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covered entity had a breach on Sept. 14, 2011, and provided notifications on Oct. 7, 2011. But 

the resulting settlement faulted the covered entity because it “did not fully comply with the 

administrative requirements of the Breach Notification Rule to have written policies and 

procedures and train members of its workforce regarding the Breach Notification requirements 

until February 7, 2012.”19 

While HIPAA, at a minimum, requires breach policies, procedures, and training, running 

a breach response drill will address the uncertainties that creep into any such policies. For 

example, when will the client establish a call center? Who is responsible for drafting any call 

center script? Who will research applicable state breach notification laws? Who is the 

appropriate contact at the cyber liability insurer? Who will communicate with law enforcement? 

When will outside counsel become involved? What documents should be privileged? In a breach, 

counsel often serves as the quarterback and needs to be able to readily answer questions such as 

the above. 

By working with your client to test your breach response, you will be far better prepared 

when a real breach occurs. Your client will be able to avoid notification delays that may 

significantly prejudice regulators. 

6. Place certain information security activities under privilege. The HIPAA 

Security Rule requires a risk analysis (“an accurate and thorough assessment of the potential 

risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected 

health information held by the covered entity or business associate”), a risk management process 

(“[i]mplement security measures sufficient to reduce risks and vulnerabilities to a reasonable and 

appropriate level”), and an evaluation process (“[p]erform a periodic technical and nontechnical 

                                                 
19 OCR Resolution Agreement with Adult & Pediatric Dermatology, P.C., Dec. 24, 2013, 
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/examples/apderm-resolution-agreement.pdf. 
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evaluation, based initially upon the standards implemented under this rule and, subsequently, in 

response to environmental or operational changes affecting the security of electronic protected 

health information, that establishes the extent to which a covered entity’s or business associate’s 

security policies and procedures meet the requirements of [the Security Rule]”).20 All of these 

activities must be documented and such documentation must be maintained for six years.21 

In other words, your client must document which information security problems it has 

identified, how it will respond, and to what extent it is out of compliance with the Security Rule. 

In the wrong hands, such as plaintiffs’ counsel in a class action suit over an information security 

breach, these documents may be pretty damning. Accordingly, counsel should consider whether 

these tasks – risk analysis/management and Security Rule evaluation – should be done at the 

direction of counsel with the resulting work product treated as privileged documents. 

The involvement of counsel (internal or outside counsel) does not automatically render 

these activities as privileged. Rather, the activities must be conducted for the purpose of 

obtaining legal counsel.22 Accordingly, a primary purpose of conducting the risk analysis or 

Security Rule evaluation must be so that counsel can provide legal advice related to the 

identified risks/noncompliance. 

There may be circumstances where the client may need to waive privilege for the 

resulting documents. For example, to demonstrate compliance with the Security Rule or the 

Meaningful Use program, the client may need to produce its risk analysis to the government, 

thereby waiving any claim of privilege. In such a case, the risk analysis may become 

                                                 
20 45 C.F.R. § 164.308(a)(1)(ii)(A) and (B) and (a)(8). 
21 45 C.F.R. § 164.316(b). 
22 See, e.g., United States v. United Shoe Machinery Corp., 89 F. Supp. 357, 358-59 (D. Mass. 1950) (to be 
privileged, “the communication [must] relate[] to a fact of which the attorney was informed … for the purpose of 
securing primarily either (i) an opinion on law or (ii) legal services or (iii) assistance in some legal proceeding”), 
quoted in Paul R. Rice, Attorney-Client Privilege in the United States § 2:1 at p. 49 (2013 ed.) 
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discoverable in a civil suit. But, on the other hand, there may be circumstances where privilege 

has not been waived and the fact that the analyses were done at the direction of counsel to obtain 

legal advice may help safeguard the confidentiality of the documents. 

Conducting the activities as part of an attorney-directed investigation also may help avoid 

unnecessary legal conclusions from creeping in to the documents. For example, a risk analysis 

requires looking at threats and vulnerabilities and assessing risk. It does not require statements 

such as “the client has failed to comply with the Security Rule’s requirement to review system 

activity at 45 C.F.R. § 164.308(a)(ii)(D).” Nevertheless, these sorts of statements sometimes 

make their way into risk analyses when the analysis does not go through counsel. By conducting 

the risk analysis at the direction of counsel, such counsel can confirm that the document satisfies 

the Security Rule’s requirements without the inclusion of unnecessarily legal statements. 

The Security Rule’s requirement for a client to evaluate its compliance with the Security 

Rule may be more difficult to manage.23 Such an evaluation necessarily requires legal 

conclusions that may indicate that the client is in violation of HIPAA. This only makes it all the 

more important for counsel to be involved. Consultants sometimes discuss compliance in strictly 

black-and-white terms, not recognizing where there may be legal ambiguity. For example, a 

consultant may make a definitive statement that the client is out of compliance with a particular 

Security Rule provision, without reflecting that there is some question as to what is reasonable 

and appropriate under the Security Rule for an organization of the client’s size and resources.24 

By conducting the Security Rule evaluation as an attorney-directed investigation, you can view 

drafts and ensure that a consultant’s conclusions are not overly conservative. 

                                                 
23 45 C.F.R. § 164.308(a)(8). 
24 See 45 C.F.R. § 164.306(b) (providing, for example, that “[i]n deciding which security measures to use, a covered 
entity or business associate must take into account the following factors: (i) The size, complexity, and capabilities of 
the covered entity or business associate). 
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If a client conducts an information security activity under the direction of counsel, 

another question is whether it should be done through internal or outside counsel. The use of 

outside counsel may significantly strengthen the claim that the activity is for the purpose of 

obtaining legal advice, rather than for business purposes.25 The use of outside counsel, however, 

is no guarantee of privilege if outside counsel has minimal involvement other than receiving the 

final report.26 Accordingly, counsel and the client should maintain documentation of counsel’s 

involvement in the information security activity and that it is being done primarily for the 

purpose of obtaining counsel’s legal advice. 

7. Review Security Incident Template. The Security Rule requires that a covered 

entity or business associate “[i]dentify and respond to suspected or known security incidents; 

mitigate, to the extent practicable, harmful effects of security incidents that are known to the 

covered entity or business associate; and document security incidents and their outcomes.”27 In 

the event of a breach or complaint, OCR may request a copy of the security incident report.  

At this time, counsel frequently discovers one of two things: (1) the client does not 

maintain security incident reports and, at best, can produce a breach risk assessment or 

communications documenting that they recognized and responded to a security incident; or (2) 

the client is about to make the government’s job a whole lot easier, as the client’s security 

incident report includes admissions that the client violated a number of HIPAA requirements. To 

                                                 
25 Paul R. Rice, Attorney-Client Privilege in the United States § 7:1 at 1108 (2013 ed.) (“the unstated operating 
presumption in situations involving outside retained counsel with limited responsibilities to the client (e.g., strictly 
legal capacity as opposed to business responsibilities because of a corporate position that he hold) is that the 
consultations were held for the purpose of obtaining legal advice or assistance”); see, e.g., United States ex rel. Elin 
Baklid-Kunz v. Halifax Hosp. Med. Ctr., Case No. 6:09-cv-1002, 2012 U.S. Dist. LEXIS 158944 (M.D. Fla., Nov. 6, 
2012) (“Communication between corporate client and outside litigation counsel are cloaked with a presumption of 
privilege.”). 
26 See, e.g., United States v. ISS Marine Servs., Inc., 905 F. Supp.2d 121, 130 (D.D.C., 2012) (“When a company 
fails to involve lawyers directly in an internal investigation, the company faces a higher burden to demonstrate that 
the attorney-client privilege applies to the results of that investigation.”). 
27 45 C.F.R. § 164.308(a)(6)(ii). 
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minimize any unpleasant surprises, it may be helpful for counsel to proactively work with the 

client to ensure that the client creates and maintains security incident reports for all information 

security incidents involving electronic protected health information, and that the template for 

such reports only calls for factual statements and avoids legal conclusions. 

 The template can provide for a factual summary of the incident, any mitigation steps, any 

corrective actions, and any sanctions. The report can identify where an employee violated a 

particular policy, noting that the employee was sanctioned for doing so. An employee violating 

an internal security policy does not necessarily mean that the organization violated HIPAA. 

In contrast, there is no need for a security incident report to explicitly identify that an 

employee or the organization violated HIPAA. If the report does so, then of course it will be very 

difficult to argue otherwise in the event that the government seeks to impose penalties or seeks a 

financial settlement. Counsel should work with staff that complete security incident reports to 

ensure that they understand the need to avoid such conclusory legal statements. 

8. Go beyond the basic business associate agreement requirements. In April 

2003, covered entities were first required to comply with the HIPAA Privacy Rule. HHS had 

made clear that a covered entity was not required or expected to monitor its business associates, 

but rather to obtain a compliant business associate agreement and take action if the covered 

entity learned of a particular business associate’s noncompliance.28 Accordingly, many covered 

entities simply sought compliant business associate agreements with little interest in actively 

discovering whether the business associate had appropriate safeguards in place. 

                                                 
28 Standard for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. 82,462, 82,641 (Dec. 28, 2000) 
(“[W]e have eliminated the requirement that a covered entity actively monitor and ensure protection by its business 
associates. However, a covered entity must investigate credible evidence of a violation by a business associate and 
act upon any such knowledge.”). 
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For a few reasons, the days of merely worrying about whether the business associate 

agreement complies with HIPAA have passed. First, the HIPAA Breach Notification Rule 

significantly changed the dynamic between covered entities and business associates. It remained 

true that, if a business associate breached its business associate agreement obligations, the 

covered entity could not be held liable under HIPAA for the business associate’s noncompliance. 

But now, the covered entity was likely to experience significant costs (e.g., breach notification, 

credit monitoring if information such as Social Security numbers were compromised, increased 

risk of litigation) and reputational harm (such as reporting of the breach to the media and posting 

of the breach on the HHS website).29 

Second, in 2013 HHS revised the HIPAA regulations to provide that a covered entity 

could be held liable for the actions of a business associate acting as an agent within the scope of 

the agency.30 Now, the world of business associates is divided into those that are agents and 

those that are not (e.g., independent contractors). HHS clarified that “[t]he authority of a covered 

entity to give interim instructions or directions is the type of control that distinguishes covered 

entities in agency relationships from those in non-agency relationships.”31 The fact that a covered 

entity can be held liable for a business associate that qualifies as an agent strongly supports the 

monitoring of such a business associate’s information security practices. 

Third, as referenced previously, the FTC reached settlement with GMR Transcription 

Services, Inc., in which the FTC expressed an expectation that an entity will monitor the 

information security practices of its vendors.32 

                                                 
29 45 C.F.R. Part 164 Subpart D. 
30 45 C.F.R. § 160.402(c). 
31 Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules Under the Health 
Information Technology for Economic and Clinical Health Act and the Genetic Information Nondiscrimination Act; 
Other Modifications to the HIPAA Rules, 78 Fed. Reg. 5566, 5581 (Jan. 25, 2013). 
32 GMR Transcription Services, Inc., F.T.C. File No. 122 3095 (2014) (compl.). 
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Based on these changes, merely obtaining a business associate agreement that satisfies 

HIPAA requirements may leave the client that is a covered entity with significant legal risk. The 

same is true with respect to clients that are business associates with respect to their business 

associate agreements with subcontractors. Counsel should consider additional steps, such as: 

 Working with the client to assign risk levels to business associates based on factors 

such as the amount of data to which the business associate will have access and 

whether the business associate’s information security has been independently 

assessed; 

 Considering additional due diligence of higher risk business associates, such as 

through security questionnaires or independent accreditation/certification; 

 Reaching agreement on reporting requirements that will provide the business 

associate time to report an incident to the covered entity while ensuring that the 

covered entity can expeditiously provide required notifications; 

 Reaching agreement on equitable indemnification provisions and appropriate limits 

on liability; and 

 Ensuring that business associates have adequate insurance coverage. 

Addressing the above requires additional time from both counsel and the client. The 

contracting parties likely will never see eye to eye on issues such as indemnification and limits 

on liability. And there will be circumstances where the covered entity has little leverage and 

must accept a minimum business associate agreement. But the additional effort may pay off in 

spades if a breach occurs due to the act or omission of the business associate and the client has 

good contractual protections in place. Or, even better, if a breach is avoided due to a business 

associate improving its information security in response to a covered entity’s due diligence. 
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9. Learn about the Telephone Consumer Protection Act of 1991. To comply with 

Stage 2 of the Meaningful Use program, an eligible professional must “[u]se clinically relevant 

information to identify patients who should receive reminders for preventive/follow-up care and 

send these patients the reminder, per patient preference.”33 The associated measure is that the 

eligible professional sends reminders to ten percent of all patients who had two or more office 

visits within the preceding 24 months.34 

Most doctors’ offices are not plagued with office staff who have too much time on their 

hands. Additionally, providers may not readily have e-mail addresses of many of their patients. 

Accordingly, it is likely that many eligible professionals will leverage automated dialing and pre-

recorded messages to send out these patient reminders through telephone to their patient 

population. Nowhere in the Meaningful Use regulations, however, does HHS warn eligible 

professionals of the significant risks associated with the Telephone Consumer Protection Act of 

1991 (“TCPA”). 

The TCPA restricts persons from making certain calls with automatic telephone dialing 

systems or artificial or pre-recorded voices.35 It generally requires prior express consent for 

autodialed/prerecorded calls to cellular phones, and prior express written consent for such calls 

that include advertisements and telemarketing, and autodialed/prerecorded calls to residential 

lines for commercial purposes.36 The regulations include two exceptions for “health care” 

messages by HIPAA covered entities, with the terms of these exceptions differing based on 

whether the call is to a residential line or a cellular phone number.37 For example, the exception 

                                                 
33 42 C.F.R. § 495.6(j)(9)(i). 
34 42 C.F.R. § 495.6(j)(9)(ii). 
35 47 U.S.C. § 227(b); 47 C.F.R. § 64.1200(a). 
36 47 C.F.R. § 64.1200(a)(1)(iii), (2), and (3). 
37 47 C.F.R. § 64.1200(a)(2) and (3)(v). 
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for health care messages to cellular phones is limited to a call that “includes or introduces an 

advertisement or constitutes telemarketing.”38 

The Federal Communications Commission (“FCC”) is authorized to assess forfeitures of 

up to $16,000 per violation of the statute and rules.39 In addition to FCC enforcement, the TCPA 

authorizes private rights of action with statutory damages of $500 for each violation, trebled if 

violations are willful.40 TCPA suits have become a popular source of class action suits, with a 

number of settlements in the millions of dollars. 

Accordingly, as health care clients continue to navigate the Meaningful Use labyrinth and 

various health care reform initiatives, they frequently will look for new and improved ways to 

engage patients. This may involve auto-dialed or pre-recorded calls, in which case counsel 

should ensure that the client is compliant with TCPA and is aware of the significant legal risks in 

this area. 

10. Promote privacy and security by design. Often times, privacy and information 

security is an afterthought in the health care world. New initiatives advance, and issues like 

patient consent are only raised at the last moment. Operational changes are made, and 

information security professionals within the organization are left playing catchup to make sure 

that information security risks have been addressed. By the time that counsel is engaged to 

address compliance with HIPAA and other privacy and security laws, the project may be in its 

final stages and stakeholders are looking to move ahead with minimal changes. 

Instead of always playing catchup and having privacy and security compliance arise as a 

constant obstacle, counsel can work with the client to institute Privacy by Design, in which 

privacy and security principles are built into the initial lifecycle of any new initiative. 

                                                 
38 47 C.F.R. § 64.1200(a)(2). 
39 See generally, e.g., Tim Gibbons, 28 FCC Rcd. 6679 ¶ 7 (2013). 
40 47 U.S.C. § 227(b)(3). 
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“Privacy by Design” is a framework that is attributed to the Information and Privacy 

Commissioner of Ontario, Canada, Dr. Ann Cavoukian.41 It has been embraced by the FTC, 

which endorses the concept in its 2012 report on Protecting Consumer Privacy in an Era of 

Rapid Change.42 By instituting Privacy by Design, your client will be well positioned to reduce 

privacy and security risks and demonstrate a robust privacy and security program to regulators. 

Details of the Seven Principles of Privacy by Design are available at 

http://www.privacybydesign.ca/index.php/about-pbd/7-foundational-principles/. The framework 

focuses on making privacy and security a default that is addressed early on in the lifecycle of any 

initiative, rather than an add-on that serves as an obstacle at the end. 

One way to help implement Privacy by Design is by instituting a privacy impact 

assessment. This document would be filled out at the beginning of any new initiative and would 

help ensure that privacy and information security issues are addressed early. Such an assessment, 

for example, could help limit unnecessary collection and retention of personally identifiable 

information, such as Social Security numbers, and ensure that the information security 

consequences of operational changes are addressed throughout the project. 

Conclusion 

Privacy and security issues do not appear to be going away anytime soon, but rather 

continue to grow. Federal and state laws regulators are getting more aggressive, and Congress is 

considering additional laws in this area. Moving towards a more proactive approach to privacy 

and security may significantly reduce your client’s legal risks today, and better prepare the client 

for whatever new privacy and security requirements may arise tomorrow. 

                                                 
41 About PbD, Information and Privacy Commissioner/Ontario, http://www.privacybydesign.ca/index.php/about-
pbd/. 
42 Protecting Consumer Privacy in an Era of Rapid Change (Mar. 2012), F.T.C., 
http://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-consumer-
privacy-era-rapid-change-recommendations/120326privacyreport.pdf at 22. 
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Checklist of Ten Privacy and Security Tasks for Counsel 

□ Confirm that an accurate and thorough risk analysis is in place. 

□ Confirm the client is sufficiently insured against information breaches and you 

understand any restrictions on your policy. 

□ Obtain documentation of what is not encrypted. 

□ Track FTC orders and guidance. 

□ Run a breach response drill. 

□ Place certain information security activities under privilege. 

□ Review security incident template. 

□ Go beyond the basic business associate agreement requirements. 

□ Learn about the Telephone Consumer Protection Act. 

□ Promote privacy and security by design. 

 


