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The Health Insurance Portability and Accountability Act 
(HIPAA) required the Secretary of the U.S. Department 
of Health & Human Services (HHS) to implement rules 

protecting privacy and security of health information.1 To 
accomplish this task HHS published the HIPAA Privacy and 
the HIPAA Security Rule.2 

On January 25, 2013 HHS issued final rules implementing 
modifications to both the HIPAA Privacy and the HIPAA 
Security Rule (HIPAA Omnibus Rule) required under the 
Health Information Technology for Economic and Clinical 
Health Act (HITECH Act).3 

The major modification to the Security Rule is the require-
ment that business associates and business associate subcon-
tractors must now comply with and are liable for failure to 
directly comply with the HIPAA Security Rule. Otherwise, the 
Security Rule was left intact. 

Risk Assessment
The HIPAA Security Rule requires covered entities, business 
associates, and business associate subcontractors (HIPAA 
Organizations) to comply with administrative, physical, and 
technical safeguards.4 The safeguards protect the confidenti-
ality, integrity, and availability of electronic protected health 
information (ePHI).5 

Transmission security is one of the standards addressed in the 
HIPAA Security Rule technical safeguards. HIPAA Organiza-
tions must implement policies and procedures 
to guard against unauthorized access to 
ePHI. One of the specifications within 
the transmission security standard 
is encryption.6 The HIPAA 
Omnibus Rule did not change 
encryption as an “addressable” 
specification.7 Therefore, HIPAA 
Organizations must either imple-
ment encryption or implement 
a reasonable and appropriate 
alternative to meet this regula-
tory standard.8 

In a basic sense, encryption 
means to “scramble” the data. 
Plain text data is scrambled so 
it is encoded and unreadable 
if accessed by an unintended 

recipient or unauthorized individual.9 According to HHS, 
ePHI is encrypted under the HIPAA Security Rule by “the use 
of an algorithmic process to transform data into a form in 
which there is a low probability of assigning meaning without 
the use of a confidential process or key . . . and such confiden-
tial process or key that might enable decryption has not been 
breached.”10 

HIPAA Organizations should consider the various encryption 
solutions available. These include: whole versus partial disk 
encryption, file-level encryption, database encryption, applica-
tion encryption, email encryption, and transmission encryp-
tion. While many types of data may be encrypted in various 
mediums this article focuses on email encryption. 

While some in the industry are still pondering whether to 
encrypt email, the answer for many is clear—encrypt! However, 
the answer may not be clear for all HIPAA Organizations.

As part of compliance with the HIPAA Security Rule, HIPAA 
Organizations must conduct a risk analysis.11 HIPAA Organi-
zations should conduct a risk analysis to determine and review 
how ePHI flows through the organization and how it is used, 
stored, and disclosed.12 Many HIPAA Organizations will find 
that ePHI may be housed in locations that surprise them. For 
example, a document containing ePHI may be emailed from 
a photocopier. Likewise, documents containing ePHI can be 
emailed from mobile devices. The number of ways ePHI is 
sent and received throughout an organization often seems 
endless. This is why it is critical that each HIPAA Organiza-
tion conduct a risk assessment to determine its internal and 
external threats and vulnerabilities to the confidentiality, 
integrity, and availability of ePHI. 

Email is commonly identified as a vulnerability. Sensitive 
information, including ePHI, may be included in emails. There 
are risks associated with unencrypted email. Risks to the 
email include: the message is mistakenly sent to the wrong 

individual or maliciously sent to an unauthorized 
individual. Another risk to unencrypted email 

is that the message is intercepted, read, and 
altered while it is transmitted over the 

Internet or other public network 
(i.e., airport WiFi). Emails are 
sent via relay servers. If email 
messages are sent unencrypted, 
the messages also are unen-
crypted on the relay servers. 
Anyone with access to the relay 
server may read sensitive infor-
mation, including any ePHI, 
contained within the message. 
Emails typically flow through 
multiple network devices before 
reaching a final recipient and 
may be monitored while in 
transit. 
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Some HIPAA Organizations have instituted policies forbid-
ding the exchange of ePHI via email; however, for others it 
may not be practical to completely ban email transmission 
of ePHI. Encrypting email so it is secure may be a reasonable 
step for HIPAA Organizations to “ensure the integrity and 
confidentiality” of ePHI as required by HIPAA. 

Some cons to implementing encryption as a solution for secure 
email include: additional transmission time for messages sent 
and received; encryption of email at rest (i.e., servers and 
back-up tapes) may create a storage space issue; and encryp-
tion may be so restrictive that it prevents legitimate emails 
from being sent to outside recipients. Encryption without stan-
dardized and routine implementation throughout a HIPAA 
Organization is useless. HIPAA Organizations will need to 
implement strong policies and procedures governing the trans-
mission of emails and provide training to workforce members 
on the same. 

Each HIPAA Organization must weigh the pros and cons 
of email encryption and make the ultimate determination 
whether to encrypt or not encrypt.13 Analysis and documen-
tation regarding this decision is important to demonstrate, 
particularly if audited by the HHS Office for Civil Rights, that 
a HIPAA Organization has addressed this issue.14 

Deciding How and What to Encrypt
Usually, HIPAA Organizations determine the risks associated 
with not encrypting email far outweigh any costs associated 
with implementing encryption. Part of the struggle will be 
how much to encrypt and whether an entity is able to encrypt 
without collaboration from business partners and others. 

Encryption may be applied at different points along the trans-
mission path. Some of these points include: end-to-end encryp-
tion, email gateway to email gateway encryption, email client 
to email client encryption, secure web mail, and attachment-
only encryption approach. Secure email is typically encrypted 
by at least 128 bits (strong encryption is 128-bit key length or 
greater) and provides sufficient assurance that email trans-
mitted over the Internet will not be easily disclosed to an 
unauthorized third party or parties. Strength of encryption 

is relative to the key size and encryption method. The larger 
the number, the longer it will take to break or unscramble the 
encryption code without the decryption key. 

After having determined the best encryption solution, a 
HIPAA Organization must now decide what to encrypt. 
Emails transmitted outside of a HIPAA Organization are at 
higher risk of breach by an unauthorized individual. However, 
many organizations send sensitive non-ePHI data in outgoing 
emails. Should all emails with any type of sensitive informa-
tion be encrypted or only those emails containing ePHI? 
An organization may determine it is too difficult to have its 
workforce differentiate when an encrypted email is required 
versus optional and may ultimately encrypt all outgoing email 
messages or at least any email messages containing ePHI or 
other sensitive information. Only a HIPAA Organization’s 
complete risk analysis and assessment will enable it to deter-
mine how to answer these questions. 

There are several approaches to encrypting email. These 
include “opt-in,” “opt-out,” and encryption of all emails. 
While opt-in encryption is good for ease of use and does not 
slow down message transmit time, opt in requires an active 
step by the sender to enable the encryption. If the sender 
forgets to check the box for encrypted email, the email may 
be sent unencrypted containing ePHI. Encrypting all email 
significantly reduces risk of exposure for an email breach. If 
a majority of email messages within the HIPAA Organiza-
tion contain ePHI then this may be a good choice. This choice 
may be viewed as burdensome to recipients if they have to 
make an extra effort to open email messages not containing 
ePHI. A better solution for some HIPAA Organizations may 
be to take an opt-out approach. Although the sender still has 
control, an extra step needs to be taken to remove the encryp-
tion. Advantages include that all messages are encrypted by 
default and the sender must make an active decision that the 
email does not contain ePHI before the message may be sent 
out unencrypted. This method still creates risk for the HIPAA 
Organization if the workforce member sending the message is 
lacking HIPAA education or is malicious. 

In weighing encryption options for secure email, the solu-
tion should work seamlessly with a HIPAA Organization’s 
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current systems. Use of an encrypted email solution should 
be transparent to the ultimate user. Secure email should be 
done through the HIPAA Organization’s current email system 
with minimal complexity for the user. In addition, rather 
than solely rely on the individual at the desktop to always 
remember to enable the secure option for opt-in emails, some 
solutions can automatically manage encryption based on the 
recipient and sender or on other business rules. 

HIPAA Organizations cannot implement secure email on their 
own. Selecting encryption as the solution for secure email 
requires collaboration between the sending and receiving 
parties. Entities need to work with business partners to imple-
ment an effective encryption solution for secure email.

A cost analysis of the alternative encryption solutions must 
be considered by a HIPAA Organization. Costs are typically 
based on the HIPAA Organization’s size, complexity, tech-
nical infrastructure, hardware, and software capabilities. A 
thorough cost analysis includes the money spent to purchase 
a solution and any ongoing maintenance and support costs 
compared to the HIPAA Organization’s overall information 
technology budget and capabilities. 

“Safe Harbor” Protection
Encryption creates a “safe harbor” when using the technolo-
gies and methodologies identified in HHS guidance.15 If 
encrypted ePHI is intercepted, and the key is not compromised 
(i.e., it is secure and not accessible) then no breach notification 
is required.16 HIPAA and the HITECH Act set forth severe 
penalties for breaches of unsecured PHI.17 Such penalties do 
not apply if data is encrypted or otherwise-rendered unusable, 
unreadable, or indecipherable. However, HIPAA Organiza-
tions must consider all facts and circumstances surrounding 
a potential breach. For example, if the email message is 
encrypted, but the subject line containing ePHI was not, a 
breach of the same is likely reportable unless a risk assessment 
demonstrates a low probability that the ePHI was compro-
mised.18 This example highlights that HIPAA Organizations 
must research and understand how the encryption technology 
they may implement works to ensure vulnerabilities are 
adequately mitigated. The HITECH Act’s breach notification 
safe harbor is often a sufficient justification for HIPAA Orga-
nizations to encrypt email. 

Patient Access
HIPAA Organizations must balance the desire to be secure 
with the right of patients to have access to their PHI, which 
includes ePHI.19 Patients may request a copy of their PHI in an 
electronic format if a HIPAA Organization (covered entity) has 
the PHI readily available in such format.20 A HIPAA Organiza-
tion may email encrypted PHI if the patient has the ability to 
read the email or unencrypt it. HHS’ commentary states that 
the modification to access rights by the patient “presumes that 
a covered entity has the capability to provide the same through 
a secure web-based portal, via email, on portable electronic 

media, or other manner . . . ” that ensures reasonable safeguards 
are in place to protect the information.21 

Further, HHS provides that a covered entity should send the 
ePHI to the patient in an encrypted email unless the patient 
requests to receive the information unencrypted and has been 
warned of the risks associated with unencrypted email. HHS 
has clarified that covered entities will not need to explain 
encryption technology, but must advise that there may be 
some level of risk inherent in receiving an unencrypted email. 
If the patient has been warned of the risks of receiving the 
unencrypted email, covered entities may email the ePHI unen-
crypted to the patient. If the ePHI then is intercepted in an 
unauthorized manner while in transmission, a covered entity 
will not be responsible. 

HIPAA Organizations should develop policies and proce-
dures for handling patient requests for access to ePHI. HIPAA 
Organizations also may want to develop a form to provide 
to patients warning of the risks associated with unencrypted 
email. Each HIPAA Organization must develop its policies 
and procedures within the framework provided by HIPAA. 
Despite HIPAA Organizations’ compliance efforts to be 
secure, patient expectations for access govern, when permitted 
by HIPAA and HITECH. 

Conclusion
Before implementing email encryption, a HIPAA Organiza-
tion should review available technology options, evaluate the 
risks and costs associated with implementation, and assess 
how encryption may affect work flow/production and patient 
care within the clinical setting. Encryption seems to be the 
choice for many HIPAA Organizations to address transmis-
sion security given the breach safe harbor provided with the 
implementation and use of encryption technology. A HIPAA 
Organization’s ultimate decision to encrypt must be based on 
a risk analysis and management plan.22 Policies, procedures, 
and education of staff and other workforce will be the best 
way to make sure that any encryption technology is used in 
a safe, secure, and appropriate manner. Remember, no matter 
how secure a HIPAA Organization is in light of its security 
measures, such measures must be balanced and weighed 
against patient rights, including the right to access ePHI in an 
electronic format. 

*Alaina Crislip, JD, MPH, works for Jackson Kelly PLLC in 
its Charleston, WV office.

1 Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 
104-191, 110 Stat. 1936 (codified as amended in scattered sections of 18 
U.S.C., 26 U.S.C., 29 U.S.C., 42 U.S.C.).

2 45 C.F.R. §§ 164.500-.534 (2013), as modified and enlarged by the 
Health Information Technology for Economic and Clinical Health 
(HITECH) Act and 45 C.F.R. §§ 164.302-.318 (2013), as modified and 
enlarged by the HITECH Act, respectively. 

3 42 U.S.C. §§ 17931-17939 (2012). The HITECH Act is part of the 
American Recovery and Reinvestment Act of 2009. 
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4 The administrative, physical, and technical safeguards are specifically 
outlined in the HIPAA Security Rule at 45 C.F.R. §§ 164.308, 164.310, 
and 164.312.

5 45 C.F.R. §§ 164.308-.312. 
6 Id. § 164.312(e)(1).
7 Id. § 164.312(a)(2)(iv).
8 The Office for Civil Rights (OCR) has repeatedly expressed its belief 

that encryption is a preferred methodology to secure ePHI. “Encryption 
is an easy method for making lost information unusable, unreadable 
and undecipherable.” Press Release, U.S. Dep’t of Health & Human 
Servs., HHS announces first HIPAA breach settlement involving less 
than 500 patients (Jan. 2, 2013), available at www.hhs.gov/news/
press/2013pres/01/20130102a.html; see also Modifications to the HIPAA 
Privacy, Security, Enforcement, and Breach Notification Rules Under the 
Health Information Technology for Economic and Clinical Health Act 
and the Genetic Information Nondiscrimination Act; Other Modifica-
tions to the HIPAA Rules, 78 Fed. Reg. 5671, 5682, 5644 (Jan. 25, 2013) 
(to be codified at 45 C.F.R. pts. 160, 164).

9 Encryption is much more complicated than this. However, this article is 
not intended to explore the technical aspects of encryption technologies. 

10 See U.S. Dep’t of Health & Human Servs., Guidance to Render Unse-
cured Protected Health Information Unusable, Unreadable, or Indeci-
pherable to Unauthorized Individuals, available at www.hhs.gov/ocr/
privacy/hipaa/administrative/breachnotificationrule/brguidance.html (last 
visited Jan. 29, 2014).

11 45 C.F.R. § 164.308.
12 OCR also has stressed the importance of a risk management process. See 

Press Release, U.S. Dep’t of Health & Human Servs., Dermatology prac-
tice settles potential HIPAA violations (Dec. 26, 2013), available at www.
hhs.gov/news/press/2013pres/12/20131226a.html (‘“As we say in health 
care, an ounce of prevention is worth a pound of cure,” said OCR Direc-
tor Leon Rodriguez. “That is what a good risk management process is all 
about—identifying and mitigating the risk before a bad thing happens. 
Covered entities of all sizes need to give priority to securing electronic 
protected health information.”’).

13 There are many other things that may be encrypted, i.e., servers, mobile 
devices, thumb drives, etc. However, these are not discussed in this 
article. 

14 A covered entity or business associate must maintain documentation to 
meet its burden of proof for a period of six years. 45 C.F.R. § 164.530(j)
(2).

15 Guidance Specifying the Technologies and Methodologies that Render 
PHI Unusable, Unreadable, or Indecipherable to Unauthorized Individu-
als, 74 Fed. Reg. 19006, 19008 (Apr. 27, 2009). 

16 Breach Notification for Unsecured Protected Health Information, 74 FR 
42740, 42742 (Aug. 24, 2009).

17 The HIPAA Enforcement Rule is codified at 45 C.F.R. §§ 160.300-.316, 
160.400-.426, and 160.500.

18 45 C.F.R. § 164.402. A risk assessment must include at least the follow-
ing four factors: (1) the nature and extent of the ePHI involved, including 
identifiers and the likelihood of re-identification; (2) the unauthorized 
person who used the PHI or to whom the disclosure was made;  
(3) whether the PHI was actually acquired or viewed; and (4) the extent 
to which the risk to ePHI has been mitigated. HIPAA Organizations have 
the ability to provide breach notifications of an impermissible use or 
disclosure without performing a risk assessment to determine the prob-
ability that ePHI has been compromised. 

19 45 C.F.R. § 164.524(c)(1).
20 45 C.F.R. § 164.524(c)(2)(i)-(ii).
21 Modifications to the HIPAA Privacy, Security, Enforcement, and Breach 

Notification Rules Under the Health Information Technology for Eco-
nomic and Clinical Health Act and the Genetic Information Nondis-
crimination Act; Other Modifications to the HIPAA Rules, 78 Fed. Reg. 
5566, 5632 (Jan. 25, 2013) (to be codified at 45 C.F.R. pts. 160, 164).

22 45 C.F.R. § 164.308(a)(1)(ii); see also 45 C.F.R. § 164.312(a)(2)(iv) and 
(e)(2)(ii). 
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