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through the adoption of federally recognized national interop-
erability standards. The Fast Health Interoperability Resources 
(FHIR) standards, created by the Health Level Seven Interna-
tional health care standards organization, may be a gateway 
to interoperability: the standards simplify data exchange 
by permitting the transfer of specific data elements (such as 
a patient’s gender) instead of entire documents containing 
multiple data elements.16 Instead of having to sift through 
pages of information to find one or two pieces of relevant data, 
a provider can request and receive the specific data elements 
needed. FHIR standards currently are being tested worldwide.

Health information technologies must be user-centric and 
assist physicians in caring for patients, rather than distracting 
physicians from interacting with their patients. CMS’ transition 
to a focus on patient outcomes, rather than on the mere use of 
technology, appears to be an obvious end product of the ACA’s 
requirements for risk-contracting and alternative payment 
models. This new focus also will enable providers to work with 
EHR and mobile health vendors and other tools (like APIs) to 
create new programs designed to measure those patient data 
and outcomes that truly lead to improvements in patient care 
and involvement. Observing how CMS, ONC, and other health 
care industry stakeholders jointly work in 2016 to spur and 
obtain tangible benefit from true interoperability should prove 
fascinating.

5. Cybersecurity
— Jennifer L. Rathburn and Jennifer J. Hennessy, 

Quarles & Brady LLP

Cyber attacks have shifted their focus to the health care 
industry. The Federal Bureau of Investigation has expressed 
concern that the health care industry is a prime target for 
increased cyber attacks by criminals17 and, over the past five 
years, cyber attacks on the health care industry spiked over 
125%.18 The reason for the shift is simple: stolen health care 
information is lucrative.19 The best way for health care organi-
zations to protect patient data is to implement a cybersecurity 
program to help identify, protect, detect, respond, and recover 
from a cyber attack.

HIPAA Security Rule and Other Cybersecurity Frameworks
An effective cybersecurity program starts with the selection and 
commitment to a cybersecurity “framework.” Most health care 
organizations must comply with the Health Insurance Portability 
and Accountability Act (HIPAA) Security Rule, which requires 
covered entities and business associates to implement appropriate 
administrative, physical, and technical safeguards to ensure the 
confidentiality, integrity, and security of electronic protected 
health information (ePHI).20 The HIPAA Security Rule also 
requires organizations to conduct a risk analysis of the potential 
risks and vulnerabilities to ePHI.21 The Office for Civil Rights 
(OCR) has a record of penalizing organizations that have not 

completed a risk analysis22 and is expected to ask for completed 
risk analyses in the upcoming Phase Two HIPAA Audits.23 

However, it is commonly accepted that the HIPAA Secu-
rity Rule is only a baseline security framework. Organizations 
may need to consider other frameworks, such as the National 
Institute of Standards and Technology (NIST) cybersecurity 
framework, (“Framework for Improving Critical Infrastruc-
ture”), Payment Card Industry Data Security Standard (PCI 
DSS) requirements, 21 CFR Part 11, ISO 27001, HITRUST 
Common Security Framework, and the Food and Drug Admin-
istration’s voluntary guidance regarding cybersecurity for 
medical devices. Determining what to adopt is often confusing 
for organizations. However, some guidance is on the way. The 
recent Cybersecurity Act of 2015 requires HHS to develop 
voluntary cybersecurity guidance for the health care industry—
so stay tuned.24

Best Practices
What best practices should organizations consider imple-
menting to protect data? For example, organizations should 
consider encryption of data and data destruction practices 
that comply with OCR/NIST guidance, a vendor manage-
ment program, logging and monitoring security related events, 
obtaining cyber liability insurance, and developing an incident 
response plan to guide an organization’s activities in response 
to a cyber attack. In addition, organizations’ Boards of Direc-
tors should be educated on cybersecurity, take preemptive 
measures to monitor cybersecurity risks to their organizations, 
and if a breach does occur, take proactive steps to address the 
breach and minimize exposure. 

Testing of Cybersecurity Program and Sharing of Informa-
tion
To test their security capabilities, organizations should consider 
using table top exercises where participants discuss responses 
to a hypothetical cyber crisis and penetration testing to 
determine the ways a hacker can gain access to the organiza-
tion’s sensitive information. Organizations also should explore 
participating in threat information sharing programs. 

Potential Penalties/Enforcement Actions
In addition to the expenses related to data breaches, the OCR, 
FTC, and State Attorneys General and other consumer protec-
tion agencies can impose various civil and criminal penalties 
on organizations for violations. Organizations also can face 
class actions or other lawsuits. The best way for organizations 
to minimize this risk is to have a cybersecurity program that 
is continuously evolving by implementing risk management 
processes to evaluate new threats and vulnerabilities and 
communicating such changing risks throughout the organiza-
tion. This undoubtedly will remain a major area of focus for 
health care organizations in 2016.
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