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Analysis

Class-Action Waivers and Arbitration Clauses in HIPAA/Data  
Security Disputes
By Paul E. Knag, Murtha Cullina LLP

In an age dominated by technological advancement, companies 
looking to store large amounts of information have turned away 
from metal filing cabinets and toward electronic databases. 
This is especially true of health care providers (HCPs) and 
payers that possess personal information relating to millions of 
individuals. While this method of storing and sharing informa-
tion is convenient, it has also created opportunities for hackers 
to illegally access individuals’ personal information.

In fact, according to experts in the field of data security, 
“there are now only two types of companies left in the United 
States: those that have been hacked and those that don’t know 
they’ve been hacked.”1 Just this year, Anthem suffered a breach 
that compromised the security of 80 million customers’ 
medical records.2 To date, the Anthem breach has prompted 
the filing of more than 90 class actions.3 Similarly, in 2013, 
four unencrypted laptops containing personal information on 
more than 4 million people were stolen from Advocate Health 
Care.4 That breach was also followed by a class action.5 The list 
of health care companies that have been subject to class actions 
resulting from data breaches is plentiful. Many of these cases 
have ended in multi-million dollar settlements.6

Initially—and still to a certain extent—courts have been 
reluctant to allow these kinds of class actions to go forward. 
They reason that, although there has been a data breach, the 
class-action plaintiffs have failed to prove Article III standing 
because they have not suffered actual injuries.7 However, this 
trend of dismissal has diminished as more courts have allowed 
data-breach class actions to proceed.8

Given that data breaches will likely increase before they 
decrease, HCPs and payers should consider ways to cope with 
the financial ramifications posed by related class actions. 
Obviously, any company’s first line of defense should be to 
implement an effective data-security policy. However, doing 
this takes months—maybe even years, depending on the size of 
the company. Even with a valid policy in effect, unfortunately, 
companies still might be subject to an unexpected breach. 
Rather than rely on the coin-flip possibility that courts will 
dismiss class actions, HCPs and payers could be proactive by 
incorporating arbitration clauses with class-action waivers into 
their contracts with customers and patients.

Interplay Between HIPAA and DATA Security 
Disputes 
In 1996, Congress passed the Health Insurance Portability and 
Accountability Act (HIPAA) to protect the privacy of health 
information due to rapidly increasing amounts of information 

that health providers have access to.9 HIPAA’s provisions were 
designed to promote efficiency within the health care system 
by improving the exchange of information among health plans, 
health care clearinghouses, and health care providers.10

HIPAA does not provide individuals or entities with a 
private right of action.11 In other words, private parties cannot 
sue for violations of HIPAA; only the government may enforce 
HIPAA via fines and other penalties.12 However, this has not 
stopped plaintiffs from successfully relying on HIPAA viola-
tions as a basis for state-law claims.

In Byrne v. Avery Center for Obstetrics and Gynecology, P.C., 
the Connecticut Supreme Court held that, despite not allowing 
a private right of action, HIPAA may nonetheless inform 
the relevant standard of care in negligence cases involving 
health care providers’ breaches of patient confidentiality.13 
Accordingly, the Byrne court concluded that HIPAA did not 
preempt—but rather, supported—the plaintiff’s state-law negli-
gence claim.14

This reasoning has been carried over into the class-action 
context. In Baum v. Keystone Mercy Health Plan, a federal 
district judge considered whether to remove a class action that 
had been filed in state court.15 The plaintiff in Baum filed suit in 
state court after a USB drive went missing from the defendant 
Keystone’s facilities.16 The plaintiffs alleged that the USB drive 
possessed by Keystone contained personal health information 
of the plaintiff and 280,000 others.17 The plaintiff’s complaint, 
which stated only state-law causes of action, explicitly pled that 
Keystone was negligent in failing to comply with HIPAA.18 
Relying on this averment, Keystone attempted to remove the 
case to federal court by arguing that the HIPAA allegation 
provided federal question jurisdiction.19

The court rejected this argument, finding that the complaint 
did not raise a question of federal law. The court went on to 
clarify, like the Connecticut Supreme Court did in Baum, that 
HIPAA is merely supportive of the claim because it provides 
a measuring stick for the defendant’s negligence. In conclu-
sion, the Baum court declared that, since the complaint was a 
“straightforward state-law tort case . . . [it] should be decided by 
a state court under Pennsylvania’s more stringent information 
security statute.”20

Cases like Byrne and Baum act as warnings to HCPs and 
payers that their own HIPAA violations could be used against 
them in a purely state-law class action. In the same vein, Baum 
should make HCPs and payers eager to implement arbitration 
clauses with class-action waivers into their agreements with 
patients and customers. If the defendant in Baum had included 
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some type of waiver or arbitration clause, it would have 
implicated the Federal Arbitration Act (FAA). In light of the 
aforementioned case law, such an implication likely would have 
resulted in compelled arbitration. Instead, lacking federal juris-
diction and a class-action waiver, Keystone was left to defend a 
280,000-person class action in state court.

The Proper Forum
One of the most significant questions HCPs and payers will 
need answered, with respect to arbitration clauses or class-
action waivers, is which forum they are even able to arbitrate in. 
Currently, the American Arbitration Association (AAA) will 
not honor pre-dispute arbitration clauses entered into between 
HCPs or payers and patients.21 By contrast, the American 
Health Lawyers Association (AHLA) will arbitrate disputes 
between HCPs or payers and patients pursuant to a contractual 
arbitration clause.22

In order to be enforceable, however, AHLA requires that the 
drafter of the clause give the patient an opportunity to opt-out 
of it.23 Specifically, any such clause must “state conspicuously 
that the health care entity will provide the same care or treat-
ment, without delay, if the agreement is not signed.”24 Similarly, 
AHLA also requires that the agreement give the patient the 
right to revoke it within at least ten days of signing it.25

Enforceability of Class-Action Waivers
In recent years, the Supreme Court has handed down a string 
of decisions that deal with the overall enforceability of class-
action waivers in arbitration agreements. Overall, the High 
Court has treated class-action waivers favorably. In so doing, 
the Court has consistently relied on the FAA. The FAA declares 
that arbitration agreements should generally be “valid, irrevo-
cable, and enforceable, save upon such grounds as exist at law or 
in equity for the revocation of any contract.”26 Whether there is 
a “ground” that “exist[s] at law or in equity” depends upon the 
cause of action being asserted. If the claim is based on state law, 
the Court will analyze the enforceability of an arbitration clause 
differently than it will if the claim is based on federal law.

Class-Action Waivers and Arbitration Clauses in Federal Claims
In American Express Co. v. Italian Colors Restaurant, the Court 
declared that “courts must rigorously enforce arbitration 
agreements . . . [in] claims that allege a violation of a federal 
statute, unless the FAA’s mandate has been ‘overridden by a 
contrary congressional command.’”27 In Italian Colors, the 
plaintiffs brought a class-action claim under federal antitrust 
laws, alleging that American Express illegally monopolized the 
credit-card industry. In agreements between American Express 
and the plaintiffs was a clause that prohibited “any [c]laims” on 
a class-wide basis.

After examining the federal law at issue (the Sherman 
Act), the Court concluded that no “contrary congressional 
command” existed that would preclude a waiver of class-action 
procedure.28 Specifically, the Court rejected the respondents’ 

argument—that proceeding on an individual basis contravenes 
the policies of antitrust laws. In response to this argument, 
the Court found that the antitrust laws “do not guarantee an 
affordable procedural path to the vindication of every claim.”29 
The Court also based its decision—that no “contrary congres-
sional command” existed—on the fact that the Sherman Act 
was silent regarding class actions.30

In CompuCredit Corp. v. Greenwood, the Court inter-
preted the FAA’s “contrary congressional command” even 
more strictly than it did in Italian Colors. In Greenwood, 
Justice Scalia held that the Credit Repair Organizations Act 
(CROA) did not contain a “contrary congressional command,” 
even though CROA requires companies to include in their 
consumer contracts the following disclosure: “You have a right 
to sue a credit repair organization that violates the [CROA].”31 
The Greenwood majority reasoned that this disclosure only 
provided consumers a right to receive the disclosure, but not a 
right to bring a claim in a court of law.32

The Second Circuit has followed the Supreme Court’s lead. 
In Sutherland v. Ernst & Young LLP, the Second Circuit held 
that the Fair Labor Standards Act (FLSA) does not contain 
a “contrary congressional command” sufficient to preclude 
enforcement of a class-action waiver.33 The FLSA contains a 
provision that states that FLSA claims may be brought “by any 
one or more employees for and in behalf of himself or them-
selves and other employees similarly situated.”34 The Sutherland 
court acknowledged that this language did expressly condone 
class actions. Nevertheless, the court found that there was no 
right to a class action under the statute since the FLSA requires 
plaintiffs to opt-in to such claims.35

The above cases demonstrate two salient points. First, the 
inquiry in determining whether to enforce a class-action waiver 
in a federal claim asks whether the federal law at issue contains 
a “contrary congressional command.”36 Second, and perhaps 
more importantly, courts have tended to compel arbitration in 
federal claims despite statutory language that could arguably be 
deemed a “contrary congressional command.”
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In light of these points, it is important to note that data-
breach class actions have in fact been brought under certain 
federal laws. Some plaintiffs have asserted claims under the 
Federal Stored Communications Act (FSCA), Fair Credit 
Reporting Act (FCRA), and Gramm-Leach-Bliley Act (GLBA).37 
To date, no court has addressed whether the FSCA contains 
a “contrary congressional command” that forbids arbitration 
of FSCA claims.38 In the one case to address the presence of 
a “contrary congressional command” within the FCRA, the 
court found none.39 Similarly, no court has addressed whether 
the GLBA precludes arbitration. Therefore, HCPs and payers 
can likely invoke arbitration in claims brought against them 
under any of these laws.

Class-Action Waivers and Arbitration Clauses in State-Law Claims
The Supreme Court analyzes state-law claims differently than 
federal claims with respect to the applicability of class-action 
waivers. Rather than asking if there is a “contrary congressional 
demand,” the Court will determine whether the applicable 
state’s law contains a “ground” (as expressed in Section 2 of 
the FAA) that “exist[s] at law or in equity for the revocation 
of any contract.”40 This latter phrase has been construed to 
allow arbitration clauses to be voided by “generally applicable 
contract defenses, such as fraud, duress, or unconscionability.”41 
However, it does not permit the invocation of defenses “that 
apply only to arbitration or that derive their meaning from the 
fact that an agreement to arbitrate is at issue.”42

In AT&T Mobility LLC v. Concepcion, the Court emphasized 
that the FAA preempts state laws that outright prohibit the 
arbitration of certain types of claims.43 The Court went on to 
state that the inquiry becomes more complicated in situations 
where ordinary state-law contract doctrines—such as uncon-
scionability—“have been applied in a fashion that disfavors 
arbitration.”44 Going a step further, the Court boldly declared 
that “nothing in [the FAA] suggests an intent to preserve state-
law rules that stand as an obstacle to the accomplishment of 
the FAA’s objectives.”45 Against this backdrop, the Court held 
that the FAA preempted California’s “Discover Bank rule,” 

which had applied the unconscionability doctrine to invalidate 
class-action waivers in adhesion contracts. The Court rested its 
holding on preemption principles—specifically, that the Cali-
fornia rule “stands as an obstacle to the accomplishment and 
execution of the full purposes and objectives of Congress.”46

One year later, in Marmet Health Care Center, Inc. v. Brown, 
the Court similarly held that the FAA preempted a West 
Virginia judge-made rule that prohibited the enforcement of 
arbitration clauses in nursing-home agreements.47 The West 
Virginia rule explicitly precluded arbitration of negligence and 
wrongful death claims.48 Relying on Concepcion, the Marmet 
Court found that the West Virginia rule “prohibits outright 
the arbitration of a particular type of claim,” and, therefore, it 
is preempted by the FAA.49 The Court remanded the case for 
the lower court to consider whether the arbitration clauses are 
enforceable under state-law principles that are not “specific to 
arbitration.”50

Lower courts have followed the reasoning of Marmet and 
Concepcion. For example, in Ferguson v. Corinthian Colleges, 
Inc., the Ninth Circuit held that the FAA preempted a Cali-
fornia rule that prevented the arbitration of claims for public 
injunctive relief because the rule “prohibit[ed] outright” the 
arbitration of certain claims, as expressed in Concepcion.51 In 
Generational Equity LLC v. Schomaker, the Third Circuit held 
that a Pennsylvania law that barred foreign businesses from 
using Pennsylvania courts was preempted by the FAA to the 
extent it prevented those businesses from confirming an arbi-
tration award in court.52

The Supreme Court’s framework for analyzing the FAA’s 
applicability to class-action waivers in state-law claims is 
different than its analysis of federal claims. However, as evinced 
by the above cases, the state-law inquiry is equally deferential 
to the FAA as the federal-law inquiry. In general, courts will 
preempt state laws that outright prohibit the arbitration of 
certain claims. As seen by Concepcion, Marmet, and Ferguson, 
the FAA will preempt a state law even when that law was 
promulgated by judicial decision rather than legislative action.

Benefits of Class-Action Waivers for Health Care 
Providers in the Digital Age 
In light of the above distinction between state and federal law, 
HCPs and payers should be aware of what law is likely to apply 
in data-breach claims against them. If federal law applies, a 
presiding court would be tasked with deciding whether the 
federal statute contains a “contrary congressional command.” 
On the other hand, if state law applies, a court’s inquiry would 
depend upon (1) whether the state’s law “prohibits outright” 
the arbitration of certain claims, (2) whether ordinary contract 
doctrines have been applied by the state in a manner that 
“disfavors arbitration,” or (3) whether the state law stands as an 
obstacle to the objectives of the FAA. Any one of these grounds 
would provide a basis for FAA preemption and, consequently, 
enforcement of waivers.
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As previously noted, some classes have asserted claims 
under federal laws that seem to contain no contrary congres-
sional commands preventing arbitration.53 Other classes have 
chosen to proceed exclusively under state law.54 What does this 
mean for HCPs and payers? For one, it creates an additional 
hurdle for HCPs and payers who end up in state court. Fortu-
nately for HCPs and payers, the Class Action Fairness Act 
(CAFA) will probably provide a basis to remove such claims to 
federal court.55 Just last month, a federal district court, relying 
on CAFA, denied a class’ motion to remand their state-law 
data-breach claim against Blue Cross.56

Plaintiffs’ use of state law also means that courts will look 
to relevant state law in determining whether the FAA preempts 
it. Given the Supreme Court’s treatment of the FAA, HCPs and 
payers should be hopeful (but not naively optimistic) that their 
class-action waivers will be enforced in data-breach claims. 
It is not surprising that, until now, HCPs and payers have not 
considered class-action waivers; HIPAA does not provide a 
private right of action. With the advent of data-breach class 
actions, however, the time to implement these contractual 
waivers is now.

Drafting the Right Clause
Because of the infancy of data-security breach law, it is impos-
sible for HCPs and payers to foresee what types of claims may 
be brought against them should they suffer a data breach. 
With that said, a few guiding principles might help inform the 
drafting process. First and foremost, HCPs and payers should 
be cognizant, in drafting arbitration clauses and class-action 
waivers, that those provisions very well may be analyzed under 
various states’ unconscionability standards. Therefore, class-
action waivers, especially, should avoid highly oppressive terms 
and should include other mechanisms to guarantee procedural 
fairness to litigants. HCPs and payers should also research the 
relevant state’s law to uncover any cases or statutes that seem to 
disfavor the FAA or arbitration in general since such laws will 
trigger FAA preemption.57

Lastly, HCPs and payers should become well-versed in the 
various bodies of federal law that a data-breach class action 
could be brought under. As seen in Concepcion and Italian 
Colors, a court deciding whether to compel arbitration under 
the FAA will look to a federal statute to see whether it contains 
a “contrary congressional command.” Thus, HCPs and payers 
should attempt to draft waivers in clauses in light of any poten-
tial “contrary congressional commands” present in statutes 
such as the FCRA and FCSA.58

Conclusion
HCPs and payers subject to data breaches will be left to wade 
in the quagmire of conflicting state and federal laws. Although 
this may seem daunting—and inherently unpredictable—HCPs 
and payers might be able to bring some predictability to litiga-
tion by including arbitration clauses and class-action waivers in 
their agreements with consumers. 
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