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Framework and Methodology: Advanced Risk Assessment Design
By Marcie Swenson, Healthicity

Risk assessment helps compliance leaders maximize the 
effectiveness of their compliance programs and risk mitigation 
efforts. Without conducting regular comprehensive risk assess-
ments, compliance leaders are likely to overlook critical threats 
that require immediate attention, waste resources on risks with 
less severity or probability, and, fail to implement proactive 
compliance activities due to missing critical data.1 

Framework
A risk assessment provides data necessary to prioritize risks, 
assign accountability, and ensure proper oversight for a compli-
ance program. It also helps identify compliance gaps and weak-
nesses, detect necessary revisions in policies or procedures, 
ensure employees are educated properly, determine the need 
for audits or monitoring, and develop ethical standards for the 
organization. Further, the assessment can identify disconnects 
in communication channels and aid in the development of 
proper guidelines for internal sanctions and corrective action.2 
In addition, a risk assessment is a roadmap for compliance 
leadership to create a risk mitigation plan.3 

The risk assessment framework represents a complete view of 
an organization’s compliance risk environment; it’s the way an 
organization structures relevant risks. When likened to house 
construction, a risk assessment framework is the house blueprint 
and determining risk categories is similar to choosing building 
materials and components that will be used to build the house. 

Like a house blueprint, the framework generally represents 
the big picture or structure of the organization; uses taxonomy 
that works well with pertinent risks; embodies the risk  
assessment scope and breadth; and contains calculated and 
workable divisions. 

First, consider how leaders want to organize and visualize the 
risk assessment. Common frameworks include multi-tiered divi-
sions that allow for different levels of risk scrutiny. Framework 
utility is maximized when it facilitates high-level reviews and 
simultaneously enables detailed drill downs of individual risks.  

Second, determine how to fit all applicable risks into the 
desired visual framework. An advanced framework brings 
together all relevant risks and categories of risks together into 

suitably organized logical divisions. For example, many auditing 
firms use the term “domain” for first-level divisions, “category” 
for second-level divisions, and “subcategory” for third-level  
divisions, before finally reaching the level of individual risks.  
The point is to create a structure with an associated taxonomy 
that makes sense for the particular organization.⁴ 

Third, establish the scope of the risk assessment, including 
how comprehensive and detailed the assessment is; what 
capabilities are needed for proper drill-down; and boundaries, 
accounting for compliance risks.

Fourth, ascertain how individual risks fit within each 
level of the risk assessment framework. Consider categorizing 
risks into similar groups such as the organization structure 
or reporting structure, departments or clinical service type, 
controlling regulations or regulatory agency, or compliance 
staff oversight responsibilities.

Fifth, and finally, allow regular framework modifications.  
A solid framework doesn’t mean it has to be static. 

Methodology
Methodology is the analysis of the principles or procedures of 
how an organization controls or mitigates risk and specifies the 
techniques that are used to conduct a risk assessment. A clearly 
developed methodology creates a guideline for the risk assess-
ment process, future risk assessments, and risk mitigation.⁵ 

Advanced risk assessment methodology:

❯❯ contemplates both objective and subjective ways to assess risk; 

❯❯ assesses inherent risks versus residual risk; 

❯❯ features a scoring or ranking system; 

❯❯ incorporates metrics for year-to-year comparisons; 

❯❯ collects data relevant to assessing compliance based on 
government guidance; 

❯❯ recognizes data sets common to all risks;

❯❯ delineates accountability; 

❯❯ designates participants; 
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❯❯ leverages relevant sources of data; 

❯❯ institutes reoccurring frequency; and 

❯❯ embraces process automation.⁶

Methodology and approach should aim to elicit accurate and 
comprehensive information that results in data critical for 
successful risk prioritization and mitigation. Here are a few 
questions to ask when establishing methodology:

❯❯ What information is common among all risks? 

❯❯ What risks require assessment of unique information?

❯❯ What tool will be used to obtain this information, provides 
a consistent comparability of differing risk categories/scores, 
and aids precise prioritization?

❯❯ What method of data collection will be used (surveys, inter-
views, existing data from continuous monitoring/auditing)?

❯❯ What tools and collection methods can be used year after 
year with minor updates or modifications?

The vast array of compliance risks facing health care organi-
zations is complex. A comprehensive and truly effective risk 
assessment should start with a well-designed framework and 
employ a methodology that will ensure the usefulness of the 
collected data and safeguard the final outcomes. 
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