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Internal Investigation of Drug Diversion: An Advanced  
Compliance Topic
By Heidi Crosby and Cynthia Wisner, Trinity Health

Opioid abuse has reached epidemic levels across 
the United States and become a driver for drug 
diversion. Drug diversion is generally defined as the transfer 
of drugs by theft to an individual to whom they were not 
prescribed. Opioids are narcotic pain medicines that come 
in a variety of forms: pill/tablet; transdermal patch; a liquid 
for infusion via drips; and patient controlled analgesia (PCA) 
syringes or cartridges. All of these forms are susceptible to 
diversion. There are also many hand-off opportunities for 
opioids from the facility’s point of entry to the bedside that 
can complicate diversion investigations. For those involved 
in health care compliance and providing legal support, 
conducting a drug diversion investigation is an advanced topic 
due to the portability of, and level of access to, narcotics within 
a health care facility, the number of data points that must 
be reviewed to confirm whether diversion is occurring, the 
possibility of harm to patients, and the need for an interdisci-
plinary team of health care professionals to review and resolve 
a potential diversion matter. 

Scenario
Consider the following scenario: a complaint has been made 
through the UR Community Hospital Compliance Hotline that 
a staff ICU nurse, “Nurse Amy,” has been stealing narcotics. 
Human Resources (HR) already has suspended Nurse Amy 
based on this complaint and alerted the patient safety team, 
which is tasked with reviewing immediate patient safety 
concerns. Community Hospital’s legal team and the Hospital’s 
Compliance Officer have been asked to investigate potential 
drug diversion and to determine whether a theft or loss of 
drugs has occurred. The following steps can be taken for the 
investigation of potential drug diversion. 

Initial Response
The first step in the investigation is for the Compliance Officer 
to review the hotline report to see what additional facts are 
listed and to develop an investigation plan.

Establish/Activate the Drug Diversion Investigation 
Team (DDIT)
The Compliance Officer also should consider activating a drug 
diversion investigation team (DDIT). The DDIT should ideally 
be established in advance of the need for an investigation and 
be ready to start the process with defined roles and responsibil-
ities. Each member of the DDIT contributes technical exper-
tise and knowledge of UR Community Hospital operations. 
Composition of a drug diversion investigation team should, at 
minimum, include representatives from the following func-
tions within the Hospital: HR; Legal Counsel; Internal Audit/
Compliance; Pharmacy; Information Technology; Clinical/
Nursing; and Security.

A DDIT lead must be appointed at the initial meeting to 
establish ground rules and protocols for the investigation. The 
investigation should be confidential and all communications 
about the investigation should be limited to members of the 
DDIT. The lead will coordinate the investigative activities. The 
Internal Audit or Compliance representatives may be well-
suited to this task, as these functions typically have experience 
managing complex investigations. The DDIT should set a time-
line for review of materials/reports and a meeting schedule to 
review current status/findings. The first action of the DDIT will 
be to review the hotline report. Consider a limited initial time-
frame to be investigated. Typically, three months of activity 
should be sufficient to ascertain whether diversion is occurring.
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Here are some recommended steps for the DDIT to consider in 
this scenario:
❯❯  Suspend Nurse Amy’s access to information technology 

networks and applications, including email;
❯❯  Brainstorm possible scenarios of how Nurse Amy could 

divert narcotics; considering that Nurse Amy may not be 
acting alone—brainstorm who else may be aware of the 
alleged wrongdoing or actively participating in any alleged 
wrongdoing;

❯❯  Identify all places where Nurse Amy has access to drugs;
❯❯  Obtain security video if video cameras are in operation 

where drugs are stored or dispensed, noting this request 
can be time-sensitive as security may only maintain video 
footage for a limited time;

❯❯  Obtain reports from the Hospital’s electronic medical 
record, drug dispensing system, pharmacy records, or other 
sources to indicate access to and dispensing of drugs by 
Nurse Amy;

❯❯  Obtain Nurse Amy’s attendance records, indicating days 
worked including start and end times;

❯❯  Obtain security card/badge access reports to determine 
whether Nurse Amy is accessing secure locations outside of 
her work hours;

❯❯  Consider what technology is specifically assigned to or 
accessed by Nurse Amy (i.e., email, computer, cell phone) as 
these may need to be sequestered for review; and

❯❯  Investigate the potential for circumvention of the controls 
(automated or manual) over the drugs Nurse Amy may be 
able to access.

HR would take the lead on investigating whether Nurse Amy 
might have been impaired at work prior to being suspended. 

Indications of Diversion
Investigators will be equipped to ask questions and gather 
information with knowledge of potential early signs that an 
individual is using or selling drugs, such as:
❯❯  Long periods of time between pulling medication and 

administration;
❯❯ Wasting of whole doses or delayed wasting;
❯❯  Inconsistencies in patient pain scores over several shifts;
❯❯  Increase in certain medication usage on the unit not consis-

tent with census or patient acuity;
❯❯  Changes in Nurse Amy’s work performance, attitude, attire, 

attendance, relationships (personal and work);
❯❯  Changes in Nurse Amy’s financial situation (recently better 

or worse); and/or
❯❯  A triggering event in Nurse Amy’s life: a recent death, 

illness, loss of household income, etc.1

Information Gathering
The following is a sample of reports that may be meaningful 
in the investigation. The DDIT should gather as many of the 
following as possible and relevant for the timeframe under 
investigation based on the theories established:

❯❯ Time and attendance reports; 
❯❯ Badge reader reports;
❯❯ Bedside medication bar code scanning input data;
❯❯  Electronic medical record reports indicating medication 

administration, pain scores, etc.;
❯❯ Medication inventory reconciliations;
❯❯ Patient complaints;
❯❯ Automated dispensing technology reports;
❯❯ Medication wasting reports; and
❯❯ Recent relevant audit reports or investigations. 

The Investigation
Each possible scenario may necessitate a different investigative 
approach. The DDIT should consider the facts of the case as well 
as viable scenarios/theories. Based on what is known or suspected, 
the DDIT should consider how each may present in the records/
reports available. A trail from the moment Nurse Amy clocks in 
for her shift to the moment she clocks out should be traced to find 
patterns: movements through the patient medical records to the 
medication storage/dispensing and back to the patient or wasting 
reports. A review of the inventory reconciliation reports for 
discrepancies also would be appropriate. 

A member of the DDIT should conduct a walk-through of 
Nurse Amy’s work areas, especially if a team member is not 
familiar with the layout and location of medication storage, 
automated medication dispensing stations, and surveillance 
devices to note whether a medication can be removed or 
pocketed without others noticing. A general walk-through to 
identify areas where Nurse Amy could wander and diversion 
would be possible could be conducted. 

Interview Tips and Techniques 
The DDIT should develop a list of individuals to interview, 
such as co-workers and others who may provide information 
on medication controls/weaknesses in place at the Hospital. 
Note that interviews can be sensitive as information could get 
back to Nurse Amy and alert her to an active investigation. 
Always start with individuals furthest away from Nurse Amy 
and narrow the circle until the final interview, which should be 
Nurse Amy. The DDIT should plan the interview schedule thor-
oughly and consider the following when developing a plan: 
❯❯  Have two members of the team in each interview—one lead 

interviewer and one note-taker. This will allow the inter-
viewer to focus on asking the questions and monitoring the 
non-verbal cues of the witness and allow the note-taker to 
create a thorough record of the discussion. This also may 
protect against a false accusation of harassment.

❯❯  Interview only one individual at a time so that interviewees 
are not able to hear the questions in advance or align their 
statements and so that one interviewee does not dominate or 
intimidate the other.

❯❯  Be aware of the interview room layout. Consider removing 
furniture that could block the view of the interviewee’s body 
language and non-verbal cues or block the interviewee’s 
ability to exit the room freely.
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❯❯  When beginning the interview, start with normalizing 
questions to observe the interviewee’s standard responses in 
comparison to responses to more difficult questions asked 
later in the meeting.

❯❯  Prepare a list of interview questions and ask questions even 
if the DDIT thinks it knows the answer.

❯❯  Ask probing questions to determine how someone might 
divert medication and what controls are in place to prevent 
that from happening. 

❯❯  Ask whether the interviewee is aware of or suspects anyone 
of diverting drugs. 

❯❯  As much as possible, make the interview conversational not 
confrontational.

❯❯  Discuss the confidentiality of the interview and request that 
the interviewee keep the interview confidential—consistent 
with applicable labor laws.

❯❯  Provide contact information should the interviewee 
remember additional relevant information after the interview.

Reporting
As noted above, upon receiving notice that there is a suspicion 
of drug diversion, patient safety procedures should be initiated, 
including review of patients’ health statuses and medical records. 

Even before the investigation is complete, the Hospital will 
have to determine whether reports are required. Hospitals 
typically are not required to submit reports about suspicions 
or confirmation of inappropriate behavior of their employees. 
However, Drug Enforcement Administration (DEA) registrants 
are required to report suspected drug diversions, which include 
manufacturers, distributers, and dispensers. Pharmacies and 
hospitals are defined as dispensers by the DEA.2 As such, the 
Hospital should notify the DEA field office within one busi-
ness day of discovery of a suspected loss or theft. DEA Form 
106 should be submitted once the circumstances surrounding 
the theft or significant loss are clear; however, updates should 
be provided to the DEA if the investigation takes more than 
two months.3 Many state laws also require reports to be filed 
regarding the offending provider with his or her respective 
licensing board, so a review of other laws that impact the 
Hospital must be considered. If the investigation reveals that 
Nurse Amy misused information technology (IT) access or 
accessed records of patients she was not caring for to obtain 
narcotics, then these actions should be analyzed under the 
Health Insurance Portability and Accountability Act/Health 
Information Technology for Economic and Clinical Health Act 
breach notification rule.

In addition to the reports required to be filed by the 
Hospital and Nurse Amy’s co-workers, Nurse Amy may have to 
notify her licensing agency, among others. A recovery program 
is likely available for Nurse Amy to mitigate the impact on 
Nurse Amy’s license and enable her to return to her profession, 
depending on the state of licensing.

Routine Monitoring
The DDIT is an integral component of an effective drug diver-
sion detection and prevention program and therefore should 
not dissolve after the investigation has been completed. The 
Compliance and IT departments should continue to monitor 
and share data with the DDIT. As part of an effective compli-
ance program the DDIT should: seek opportunities to educate 
staff on the warning signs of drug diversion; brainstorm checks 
and controls to mitigate the likelihood of diversion; periodi-
cally review policies and procedures relative to drug diversion 
and controls; recommend and review audit reports to test the 
effectiveness of controls; and if unusual activity occurs the 
DDIT should initiate an investigation.

Conclusion
Receiving a hotline call or complaint alleging the theft of 
narcotics is a serious matter. Immediate action should be 
taken to determine if there was an impact on patient safety. 
Prompt action to investigate and determine whether drugs were 
diverted, as well as employee education and regular monitoring 
activities will help establish a culture of compliance that may 
mitigate the likelihood of future diversions. 
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Endnotes
1 The national council of state boards of nursing has published a brochure 

outlining signs of impairment. The brochure is available at https://www.
ncsbn.org/Mgr_SUDiN_Brochure_2014.pdf.

2 21 C.F.R. pt. 1301—Registration of Manufacturers, Distributors, and 
Dispensers of Controlled Substances. 

3 For more information, see https://www.deadiversion.usdoj.gov/21cfr_
reports/theft/index.html and https://www.deadiversion.usdoj.gov/fed_regs/
rules/2005/fr0812.htm. 
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