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The Cybersecurity Landscape: 

Intersection of Cyber Loss, Patient Safety, and 
Enterprise Risk Management
By Chad P. Brouillard, Foster & Eldridge LLP, and William J. McDonough, Integro Insurance Brokers

For hospitals impacted by ransomware, the risks are 
immediate and dramatic. The day usually starts out 
like any other: clinicians round on their admitted 
patients; emergency and elective surgeries are booked 

for the day; a steady flow of patients wait to be assessed in the 
emergency department; the nursery is teeming with newborns; 
and expecting mothers are waiting in the labor and delivery 
ward. It is, in short, a typical day at the hospital. Then, without 
warning, all access to patient data simply stops. Patient charts, 
including current orders, surgery schedules, labs, medication 
administration data, grounds to a halt. Providers suddenly 
cannot verify basic patient information, let alone information 
vital to providing ongoing medical care. Even existing medi-
cations cannot be verified. Based on leadership direction and 
the Risk Manager’s advice, the hospital scrambles to divert 
incoming patients, but what about the patients who have 
already been admitted? 

Without access to medical records, providing medical care 
and documenting that care without the assistance of electronic 
health records (EHR) immediately poses significant chal-
lenges for both the clinician and patient. Potential debilitating 
ransomware attacks are a cold hard reality for institutions that 

have converted all medical care documentation and tracking 
into digital form. Such attacks are not theoretical risks. In fact, 
major ransomware attacks have occurred at several U.S. hospi-
tals and abroad during the past couple of years. 

Ransomware is a form of malicious software (malware) that 
threatens you or an organization (e.g., a hospital) with harm 
once it has taken over your computer or computer network. A 
ransomware attack usually works by denying you and/or others 
access to the data. The attacker demands a ransom from the 
victim, promising, not always truthfully, to restore access to 
data upon payment. 

Typically, users are given instructions on how to pay the 
“ransom” or monetary fee in order to obtain a decryption key 
that will allow access back into the computer or system. This fee 
can range from a few hundred dollars to thousands of dollars 
or more. 

Ransomware attacks, typified by well publicized malware 
such as WannaCry and Peyta, can spread quickly and easily 
through a health care system via phishing emails that are 
socially engineered to convince the least tech-savvy employee 
to click on a link or open a file, which “opens the door,” thereby 
allowing the malware to spread. The hallmark of a ransomware 
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attack is malicious code that encrypts an institution’s data 
servers. The criminal behind the attack will demand payment 
(usually in the form of cybercurrency) in order to release the 
data back to its owner. If the ransom is not paid, a health care 
institution risks losing all patient data; however, there is still no 
guarantee that patient data will be released back to its rightful 
owner even if the ransom is paid.

Ransomware attacks should not be viewed as isolated inci-
dents. The number of attacks against health care institutions 
will no doubt increase for a variety of reasons given the value 
of the data, the relatively lax technical security when compared 
with other data environments, and the infrastructure impor-
tance of health care, which makes it a target for hostile foreign 
government action and criminal enterprise. 

Recent Activity in the U.S. (2017)
In the health care industry, the largest data breaches came 
from ransomware attacks in 2017. Those attacks involved 
unauthorized server access and computer viruses. In total, 
2,633,207 individuals were potentially impacted by the inci-
dents, according to the U.S. Department of Health and Human 
Services, Office for Civil Rights (OCR).

A total of 277 incidents were reported to OCR between 
January 1, 2017 and December 12, 2017. Nearly one-third of 
these incidents (123) were due to hacking or an IT incident. 
Unauthorized access/disclosure led to 96 reported breaches, 
followed by theft (46), improper disposal (7), and loss (5).1

Beazley Insurance Company, a leading underwriter that 
provides coverage to the U.S. health care industry, recently 
released a briefing on the topic of ransomware and health care, 
suggesting that ransomware attacks are increasing at a rapid 
pace. Beazley saw an 18% increase in ransomware incidents 
in 2017, with the health care industry representing nearly half 
(45%) of all incidents reported (other industries included in the 

comparison were professional manufacturing, retail, financial, 
education, hospitality, and other).3

In this article, we outline the three most important topics 
relative to cyber security from an enterprise risk management 
approach: 1) the organizational challenge of locating data assets 
in a health care information technology environment; 2) the 
challenges health care organizations face relative to controlling 
and protecting that data; and 3) the necessity of having an 
actionable plan in place when a cyber ransom event impacts 
patient care (see Examples of How a Cyber Attack Can Impact 
Patient Care). Each of these areas requires cooperation between 
multiple different stakeholders within a health care organization.

The first major challenge for an organization following 
a cyber attack is to account for all of its data assets in an 
inventory or retention plan. In a modern health information 
technology environment, the number of data sources may 
be multiple and constantly evolving (e.g., does the hospital 
use one electronic health record, or more than one?). It is not 
uncommon for a facility to use different platforms for a variety 
of different functions, including registration, billing, phar-
macy, radiology, emergency department, etc. In addition, the 
electronic health records themselves may pull in data assets 
through APIs (application programming interface), health 
information exchanges, or some other vehicle that imports 
data from one system to another. Clinicians may use email 
communications or patient portal messaging, some of which 
may be housed in personal mobile devices kept on their person. 
Data assets may be stored in media such a backup drives, flash 
drives, CD ROM, etc. 

Given the numerous formats, platforms, and vehicles used 
to store, maintain, share, and transfer patient data, the facility 
needs to keep track of what data is in use. It should also have 
a process in place to update its inventory as new software is 
onboarded and goes live, as well as a process that addresses 

1 Commonwealth Health Corporation 697,000 records Employee hacked system

2 Airway Oxygen, Inc. 500,000 records Ransomware attack

3 Women’s Health care Group, Pennsylvania 300,000 records Hacking incident

4 Urology Austin, PLLC 280,000 records Ransomware attack

5 Pacific Alliance Medical Center 266,000 records Hacking incident

6 Peachtree Neurological Clinic, PC 176,000 records Ransomware attack

7 Arkansas Oral and Facial Surgery Center 128,000 records Ransomware attack

8 McClaren Medical Group 106,000 records Hacking incident

9 Harrisburg Gastroenterology, Ltd. 93,000 records Hacking incident

10 VisionQuest Eyecare 66,000 records Hacking incident

Top 10 Data Breaches due to Ransomware Attacks2
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legacy data pieces that are retired. Factors that might impact 
whether or not data would be impacted by a ransomware event 
include whether that data is stored locally on servers, is accessed 
over the cloud, or resides on mobile devices. Having a regularly 
updated data portfolio, especially at the time of a ransomware 
attack, is essential for triaging a response to a data outage. 

The second major challenge follows once organizations 
have the data identified. In other words, what controls does the 
facility apply to the different classes of data that are continu-
ally being identified? A health care organization has multiple 
important resources to help frame its progress in placing appro-
priate controls.4 First the HIPAA Security Rule affirmatively 
requires covered entities to implement a security management 
process. This requires covered 
health care entities to conduct 
frequent risk analysis over proper 
safeguards as they pertain to 
data security, integrity, and 
confidentiality. HIPAA further 
requires a plan to mitigate 
identified risks in categories of 
Administrative Safeguards (e.g., 
policies, training, supervision, 
auditing, proper insurance); 
Technical Safeguards (e.g., 
firewalls, encryption, access controls); Physical Safeguards (e.g., 
physical security, destruction of data, disaster recovery); and 
Organization Safeguards.5 The Office of the National Coordi-
nator for Health Information Technology (ONC) and the U.S. 
Department of Health & Human Services published numerous 
resources for health care entities to better analyze their risk to 
cyber security events such as ransomware, including sugges-
tions to help mitigate those risks (e.g., the Security Risk Assess-
ment Tool6 and the NIST Cybersecurity Framework7). By the 
very nature of the types of different safeguards that required 
to be in place, many stakeholders in an organization have to 
be involved in the continual process of re-assessing risk and 
ensuring that the organization is moving toward mitigation of 
addressable risks. 

The sheer scope of this task involves multiple stakeholders 
within an organization: executive leadership, clinicians, legal/
regulatory staff, technical staff, risk management, etc. working 
in tandem towards a unified goal of providing a cyber-safe 
environment. An enterprise risk management approach to the 
challenge can best provide the necessary collaborative cohesion.  

The Enterprise Risk Management Approach to 
Cybersecurity
The Center for Internet Security provided a key ERM cyber 
management tool—20 Critical Controls—that can support 
health care systems/organizations in their cybersecurity risk 
management efforts.8 The action steps and remedial plans 
provided in 20 Critical Controls provide specific and measur-
able ways to prohibit today’s most pervasive and dangerous 
cyberattacks on health care institutions.

The Critical Control steps are proven risk mitigation tech-
niques, and they are valuable in ensuring that an organization 
is investigating all appropriate controls and communicating 
with the entire enterprise in regard to the risk, including 
non-technical executives and clinical leadership. In essence, 
this ERM cyber management tool may serve as a critical check-
list or dashboard measure of progress relative to the tasks of 
accounting for all data assets and applying controls to different 
classes of data. While some may view these as basic strategies, 
the first five controls are key in kick-starting an ERM approach 
at cyber security in the organization:

Key Controls for Kick-starting an ERM Approach9

Health care organizations should treat the first five controls 
as the first steps in their “annual check-up.” According to 20 
Critical Controls, health care organizations also should imple-
ment the following ERM strategies to limit exposure to cyber 
security failures and breach events:

❯❯ Design and implement a Security Awareness and Training 
Program. Given the ever increasing frequency of ransom-
ware attacks and other breaches in health care, some 
organizations have made these programs mandatory for all 
employees and members of the medical staff.10

❯❯ Application Software Security is a key ERM tool that assists 
the organization with respect to software inventory tracking. 
It is designed to direct the management of the security life 
cycle for all in-house developed and acquired software in 
order to prevent, detect, and correct security weaknesses.11

❯❯ Develop an enterprise-wide Incident Response and 
Management (IRM) platform for the organization. Like 
multiple other incident response plans, this step is key to 
having appropriate internal and external management of the 
event. The IRM is implemented and monitored to protect 
the organization’s information, as well as its reputation, by 
developing and implementing an incident response infra-
structure (e.g., plans, defined roles, training, communica-
tions, management oversight) for quickly discovering an 
attack and then effectively containing the damage, eradi-
cating the attacker’s presence, and restoring the integrity of 
the network and systems.12

Inventory

Security

Control

• Inventory of authorized and unauthorized devices in the organization
• Inventory of authorized and unauthorized software in the organization

• Secure con�gurations for hardware and software on mobile devices, 
   laptops, workstations and servers throughout the organization

• Continuous vulnerability assessment and remediation
• Controlled use of administrative privileges including

http://www.healthlawyers.org/News/Connections/Pages/default.aspx


healthlawyers.org   19

❯❯ Employ penetration tests and Red Team Exercises. A Red 
Team Exercise is an all-out attempt to gain access to a system 
by any means necessary, and usually includes cyber penetra-
tion testing, physical breach, testing all 
phone lines for modem access, and testing 
all wireless and radio-frequency systems 
present for potential wireless access. 
Red Team Exercises also test employees 
through several scripted social engi-
neering and phishing tests. These real life 
exercises are carried out by a small team 
of trained professionals who are hired 
to test the physical, cyber security, and 
social defenses of a particular system.13 
For health care organizations, consultants 
are often retained to “test” the security 
of the system by attempting to access the 
system or cause a breach. 

Health care organizations must keep in 
mind that CIS’s 20 Critical Controls is just 
a tool, and the key to success lies in an 
invested team of financial, administrative, 
and clinical leadership that includes providers who are focused 
on patient safety. This tool can provide an organization with 
a roadmap for conducting rigorous and regular cybersecurity 
enterprise risk management processes that should assist in 
mitigating risk and minimizing the risk of loss.

Finally, the third major challenge is having an actionable 
plan in place when a cyber ransom event occurs. This includes 
not only instituting an appropriate security incident response, 
but also putting a plan into motion that addresses the real clin-
ical impact of a data outage. An appropriate incident response 
will, on one hand, be immediately focused on notifying 
appropriate internal actors, investigating the breach, halting 
the breach, performing forensics when needed, and notifying 
appropriate law enforcement in the case of a ransomware 
outbreak. 

On the other hand, successfully overcoming the clinical 
challenges will require a whole other set of considerations that 
must be addressed immediately. For example, if the facility 
has downtime policies and has practiced with downtime 
drills, those protocols will need to be put in place. Additional 
personnel may be needed to activate a downtime protocol. 
Likewise, if the facility has redundant data systems or a ready 
backup for disaster recovery, those technical processes would 
be activated at the same time by technical stakeholders to 
minimize system outage. If the facility does not have the ability 
to recover critical data in a timely fashion, then the institution 
needs a management plan for diverting, rescheduling, or trans-
ferring patients if possible.

Examples of How a Cyber Attack Can Impact Patient 
Care The Role of Cyber Insurance14

An important part of risk assessment would necessarily 
include a consideration about the availability of cyber/breach 
insurance and how to manage the liabilities and risks of the 
organization in the event of a ransomware breach. Liability can 
range from organizational liability to both the state and federal 
governments (e.g., fines and penalties), costs relative to breach 
response and notification, business interruption costs, and 
liability for individual or class action suits by patients or other 
third parties. The exact nature of the breach can result in some 
amount of overlap between cyber liability, general liability, and 
crime and professional liability insurance policies. Institutions 
need to assess the amount of data at risk and what the financial 
liability might be for this class of data to secure appropriate 
insurance coverage.

Cyber liability insurance can be very useful when planning 
for and dealing with the immediate aftermath of a ransom-
ware event. Many insurance carriers provide resources to their 
insureds regarding the first two challenges by identifying data 
and assessing a security management process. Several carriers 
provide sample risk assessments, policies, training materials for 
employees, etc.—all of which can help enhance existing data 
security management.  

A key focus of most cyber liability insurance policies is 
dealing with the initial aftermath of a security incident and the 
resulting breach notification. Most policies provide for breach 
coach services or a breach response team. Depending on the 
policy, the insurer may dispatch on-site technical forensics and 
legal experts to assist with breach identification and mitigation. 
Most health care entities probably do not have an outside tech-
nical forensic team ready to investigate a ransomware incident 
without notice, so these resources are an important means to 

Services

Data

Work�ow

• Disruption of 3rd party services: eg. Radiology, EICU, Telehealth platforms
• Supply chain delays: medications, supplies and equipment
• Lack of access to “ordering” system for ancillary services including PT, Rehab

• Altered work�ows leading to patient harm
• Damage to infrastructure leading to human error and patient injury
• Access to sensitive patient data leading to claims of emotional harm

• Disruption in continuity of care generally leading to mismanagement
• Delayed care without access to historical data: eg. surgery
• No back up for historical lab data leading to lack of baseline comparison for 
   patient care
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deploy so that risk can be managed. Likewise, logistical assis-
tance with patient notification, legal assistance in dealing with 
governmental notification, and public relations assistance when 
media reporting becomes necessary can all be very valuable 
resources to leverage during a crisis.

The cyber liability insurance market remains competitive 
with respect to pricing (premium), terms and conditions, and 
additional services that are available to prepare and imple-
ment a response. In the U.S. alone, there are more than twenty 
financially strong markets that offer this type of coverage. In 
addition, there are leading markets in London (Lloyds) and 
Bermuda which have developed competitive options that health 
care organizations can consider. 

Conclusion
Health care organizations need to take a broader, more 
methodical approach to identifying cyber risk exposures and 
areas within the organization that can precipitate an event. 
Utilizing ERM framework protocols to identify outcomes of 
these incidents (e.g., data access, financial consequences, and 
patient injury), and clearly identifying steps that will help miti-
gate the (cyber) exposure will promote awareness with senior 
management and care teams. Ultimately, implementing ERM 
to minimize cyber exposure, liability, and reputational harm 
will help in the institution’s efforts to limit surprises, increase 
certainty, and improve documentation efforts. 
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