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Compliance Corner

Welcome to AHLA’s  
Compliance Corner!
Compliance is a challenging and fast-paced field, with 
higher demands placed on its professionals than ever 
before. Compliance professionals need resources to 
navigate the increasing complexity of their specialty. AHLA 
is not just for health care lawyers, it is also for health care 
professionals, especially compliance professionals. Those 
specializing in privacy, research, and billing alike can find 
a variety of resources throughout AHLA at their Compli-
ance Hub page: www.healthlawyers.org/find-a-resource/
HealthLawHub/Pages/Compliance.aspx. This new monthly 
Compliance Corner column will feature insights from 
compliance professionals discussing best practices and 
nuances of the compliance field. We hope this new feature 
will provide practical tools you can use. If you have an 
interest in participating in compliance initiatives with AHLA, 
please contact compliance@healthlawyers.org.

Dawn R. Crumel,  
Vanderbilt University Medical Center
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In the Trenches: Practical Pointers for  
Compliance Professionals
By Leah A. Voigt

You’ve spotted the issue, and you know what the law says 
about it. You’ve also formulated your legal opinion, and you’ve 
got a good idea for how your client will respond. As a compli-
ance professional, what else do you need to think about? Are 
you helping your client address a specific issue, or helping to 
create or redesign business processes to ensure compliance? 
Maybe—and this is often the case, in my experience—you’re 
helping your client do both, at the same time. 

In my role as a privacy and compliance officer, I start most 
days, and tackle many projects by “thinking like a lawyer.” 
But then I have to make a deliberate mental shift, to put on my 
“compliance hat,” so to speak. Here are five key things I try to 
keep in mind, when putting on that hat:

Start with culture. How your client accepts the “news” you have 
to deliver depends on how your client views the world—and 
itself. Those beliefs play out in organizational culture. For 
instance, does your client pride itself on its commitment to 
“being compliant”? Or, does your client pride itself on a will-
ingness to take risks that other, similar organizations may not 
take? If your client isn’t ready to hear what you have to say, for 
whatever reason, you might want to start with one or two key 
stakeholders, who are open to your opinion and have a positive, 
first-hand experience with your compliance program. Tune in 
to culture, it will point the way.

The organizational chart matters, too. Health care organiza-
tions, no matter how large or small, are complex in nature. 
Know who in the business is accountable for the business 
process at issue. Know how that person relates to her leadership, 
her team members, as well as other parts of the organization. 
Identifying and understanding the organizational structure is 
sort of like discerning that the “arm bone connects to the wrist 
bone” and so on.  When working on an issue that impacts a 
specific part of the organization, you’ll want to anticipate how 
it may have direct or indirect impact on other parts of the busi-
ness.

Remember that risk assessment happens in more than one 
place, at more than one time. Risk assessment is a building 
block for an effective compliance program. Other areas of 
the organization—such as internal audit, risk management, 
information security, and legal—also engage in risk assess-
ment. When an emerging risk to the organization is identified, 
these different departments may need to pivot together, in a 
coordinated fashion, to address the issue. In other words, it’s 
unlikely that any one department or program will “own” the 
risk. Achieving coordination among these groups requires a 
common understanding of the organization’s risk profile and 
risk tolerance. This will take dedicated time and attention to 
achieve, but in the long run it will be worth it.  

Look to the trees, then to the forest, and back again. You’ve 
identified the problem and operational processes that need 
to change to alleviate it. You’ve communicated this with your 
client, and you have “buy in,” as well as plan to achieve the 
needed process change. Check that issue off your list, right? 
Probably not. Once the process change is made, you’ll need to 
not only reassess whether—and how well—the change miti-
gated the compliance risk, but also how that underlying risk fits 
in your risk assessment. Something that was an organizational 
imperative when you started may need to be refocused or even 
reprioritized, as new compliance and operational challenges 
emerge. An example from my privacy officer experience is what 
we refer to as “misdirected PHI”—i.e., a patient’s PHI is sent to 
or received by the wrong person. Human error is usually the 
root cause of this problem, and there are myriad operational 
processes that can be identified, diagnosed, “treated,” checked 
and re-checked to help reduce the risk. As health care organi-
zations grapple with external privacy threats, like ransomware, 
focus on misdirected PHI as a source of privacy breaches has 
shifted. Yes, this remains a risk, and for many health care 
organizations, it is still the main cause of breaches. But, when 
compared with the potential severity and impact of a ransom-
ware incident, misdirected PHI seems like far less of a concern. 
The key is keeping all of these threats—i.e., the proverbial “big 
picture”—in mind. Risks usually don’t disappear, even when a 
new, high profile one emerges.

Communication, communication, communication. As a compli-
ance officer, you occupy a unique position in a health care 
organization. You’re likely to be among the first to learn of a 
significant legal issue, and while addressing that issue, you 
may act as a “translator” between the legal department and 
operational teams. More so, you may find yourself functioning 
as the “chief communicator,” coordinating not only commu-
nication with, but also the actions of, your legal and opera-
tional colleagues. While helping the organization address the 
problem, you’ll have to ask yourself, repeatedly, “Who needs 
to know?” “What do they need to know?” and “When do they 
need to know it?” Effective communication, with the right 
people, at the right time will make the difference in how well 
your organization addresses the problem, mitigates its risk, and 
prevents occurrence of future, similar problems.
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