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Big Issues in Big Data: Considerations for Research 
Within Large Networks
By Amy Jurevic Sokol, University of Kansas Medical Center, Kansas City, KS

Big data” seems to be the current buzz word among 
health care researchers. The term big data merely 
refers to large amounts of digital information gener-
ally greater than one terabyte, which is the storage 

capacity of more than 200 DVDs. Big data requires specialized 
tools to capture, store, manage, and analyze it. Beyond the 
term and technical specifications, there is great promise in the 
ongoing efforts to expand and hone big data functionality. 

Simply put, big data has the potential to improve health care 
outcomes, save lives, and cut costs. We are already seeing great 
progress in advancing big data initiatives in a myriad of ways. 
First, big data has improved the quality of patient care through 
clinical decision support enabling providers to better care for 
their patients,1 provider and governmental disease surveil-
lance,2 behavioral and population health management,3 health 
care best practices, and project management gap analyses.4 

“
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Second, big data continues to revolutionize research. When 
large amounts of data sets are reviewed, patterns develop. The 
hope is that out of those patterns new treatments, diagnoses, 
and cures will emerge.5 In addition, by analyzing these patterns 
across many scenarios the most cost-effective treatments 
may be developed and preventative measures, if any, will be 
identified.6 Third, big data and the sharing of big data have 
proven especially important for rare diseases.7 Finally, big data 
registries help spur research by assisting during the initial 
stages of development by allowing researchers: (1) to determine 
the adequacy of a particular sample size or, in other words, to 
see if enough patients with a certain disease or characteristic 
can be recruited to effectively carry out the proposed research 
and obtain meaningful results; and (2) to query registries to 
determine the best way to structure a research trial.

Given the massive amount of data that comprises big data, 
it is not surprising then that big data also is a buzz word among 

the lawyers who work with researchers, but for a different 
reason: big data information technology (IT) breaches in 
hospitals, clinics, provider offices, insurance providers, or 
systems and applications that are hosted and maintained by 
third-party vendors.8 There is a certain trepidation among 
lawyers when that much data is in one place, especially data 
containing Personally Identifiable Information (PII) and 
Protected Health Information (PHI). We can, for example, 
easily imagine the quagmire of notification requirements in 
the event of an IT data breach.9 Because of big data’s immense 
promise and potential, most lawyers will have to become 
comfortable with managing big data risks.10 As IT departments, 
data analytics gurus, and IT vendors increasingly place health 
care data into formats that are easily digitized, big data use for 
quality improvement projects, benchmarking, and research 
will continue to increase. We likely are at the beginning of a big 
data revolution and lawyers must be prepared to guide clients 
through the forthcoming regulatory compliance, contract, and 
risk management challenges. 

When confronting the promise and legal challenges posed 
by big data, lawyers often are confronted with three central 
questions: (1) What are the risks?; (2) What is required under 
statutory and administrative law and industry best prac-
tice standards?; and (3) How to best protect clients without 
hindering their ability to continue to care for patients and 
perform research and quality assurance activities? This article 
focuses on the structure of big data registries and the commen-
surate contracting issues. 

One of the first questions that must be tackled in any big 
data analysis is how an entity’s data registry will be structured. 
Is it going to be a single data registry at a local site, a collabo-
ration of single data registries, or combined data registry from 
multiple sites? This decision drives the analysis. 

Single Data Registry at Local Site
An example of a single data registry at a local site is the Health-
care Enterprise Repository for Ontological Narration (HERON) 
at the University of Kansas Medical Center in Kansas City, KS.11 
Each night data is dumped from multiple sources onto local 
servers.12 At this point the data is fully identified PHI.13 The 
medical record number that is unique to each patient is used 
to create a single set of data for each patient. Once the data is 
loaded onto a server for processing, duplicate data is removed 
and each patient’s data is combined into a single set. The 
next step in the process removes the necessary identifiers, as 
described in the safe harbor method below, to create a de-iden-
tified data repository.14 

One of the first questions that 
must be tackled in any big data 
analysis is how an entity’s data 
registry will be structured.
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De-identified data likely means different things to health 
lawyers and most researchers. In my experience, many 
researchers believe that if they have removed the social security 
numbers and patient names they have de-identified the data. 
Health lawyers automatically think the data has been de-iden-
tified per the requirements of the Health Insurance Portability 
and Accountability Act (HIPAA) privacy regulations. One 
method to de-identify the data is the Safe Harbor Method 
under HIPAA privacy regulations, which requires removal of 
all 18 types of identifiers.15 These identifiers include the patient’s 
name, address, social security number, medical record number, 
and all dates (except for year) that relate to the patient. 

To maximize a registry’s research utility, researchers must 
still be able to link records across multiple sources. This is 
achieved by replacing the patient medical record number and 
the physician name with an arbitrarily assigned value through 
a process sometimes referred to as a “one-way hash.” This 
maintains a connection across records without revealing any 
identifying information. While treatment dates cannot be 
retained under the Safe Harbor Method, relative dates suffice 
for some research purposes. To obscure the dates, all dates for 
each patient are consistently shifted backwards from one to 365 
days. For instance, for patient “x” every date might be shifted 28 
days (so a treatment date of 12/17/15 becomes 11/19/15) and for 
patient “y” all dates may be shifted back 35 days (so a treatment 
date of 12/17/15 becomes 11/12/15).16 If exact dates are needed, 
the researcher may request a limited data set and the parties 
will enter into a data use agreement. 

Zip codes are another commonly used data point in 
research that can open the door to privacy concerns. For data 
to be deemed as de-identified using the Safe Harbor Method, 
only the first three digits of zip codes can be used when a 
code includes at least 20,000 people.17 One means of trying 
to address this concern is to bundle patients into regions 
that contain 20,000 people or more without zip code details. 
Another method to address zip codes is to include only the first 
three numbers of the zip code within data sets for those codes 
that satisfy the 20,000-person threshold. 

Another option to consider is the Expert Determination 
Method. Under this method, an individual with appropriate 
knowledge of and experience with generally accepted statistical 
and scientific principles and methods for rendering informa-
tion not individually identifiable applies such principles and 
methods to determine whether the risk is very small that the 
information in a registry could be used alone or in combination 
with other reasonably available information by an anticipated 
recipient to re-identify an individual in the database. In addi-
tion, the expert must document the methods and analysis that 
support this decision.18 Many researchers may prefer the Expert 
Determination Method because it is potentially more flexible 
than the Safe Harbor Method. For instance, the expert may 
determine that one of the 18 identifiers (e.g., full zip code) may 
be left in the database and still meet the requirements for being 
considered de-identified. The Safe Harbor requires that all 18 
identifiers be removed. 

Once the requirements for de-identified data under either 
the Safe Harbor or the Expert Determination Method have 
been met by the software removing the identifiers, the data is 
sent to an Oracle database. This database can be queried by 
researchers and is physically and logically separate from the 
registry that stores the original identifiable data. A visual of 
this process is below:19

Researchers who have signed system access agreements are 

Figure 1: HERON Architecture from https://informatics.kumc.edu/work/wiki/HERON

To maximize a registry’s 
research utility, researchers 
must still be able to link records 
across multiple sources.
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given access to run queries on the de-identified database, which 
immediately returns patient counts (e.g., the number of ALS 
patients) and patient population distributions (e.g., the number 
of ALS patients broken down by gender and age categories). 
Requests for limited data sets that do not qualify for human 
subjects research are reviewed by a data oversight committee. 
Of course, all human subjects research must be reviewed and 
approved by an Institutional Review Board (IRB). An honest 
broker is used to collect and aggregate the data and provide it to 
the researcher. An honest broker is a neutral third party who is 
not in any way part of the research team who accesses, collects, 
and provides de-identified information/samples or limited data 
sets to the research team.20 

One of the challenges with a single registry at a local site is 
that researchers usually want to add more data from different 
sources to an established registry, expanding the functionality 
to allow researchers to access more de-identified data. Certain 
changes will require additional IRB approvals. The newly 
added data also has to be reviewed to determine whether it is 
still de-identified. Security is ever evolving and key to ongoing 
compliance. Phishing and ransomware attacks are the latest 
security risks that must be addressed.21 While the de-identified 
registry should not require a data breach notification to patients 
(however, there is chance of re-identification if the de-identified 
data is combined with another database), a data breach on the 
identifiable server would be crippling because of the public rela-
tions issues and required data breach notification requirements. 

With single data repositories, other system-level questions 
need to be answered including: Who should have access to the 
data? For what purposes should data be used? Should there be a 
charge for access? In addition to faculty, students, and clini-
cians, increasing numbers of pharmaceutical companies, device 
manufacturers, and insurers wish to access big data registries 
for information gathering. These systems and applications are 
extremely expensive and, unfortunately, there are limits to 
available grant funding. For registries to be financially viable 
in the long run, entities may need to consider different funding 
models including commercialization.

Multiple Distributed Registries
An additional level of complexity occurs when multiple data 
registries decide to join together in a distributed model to allow 
researchers to run queries against their own data registries. In 
these cases, the researchers receive de-identified data across 
multiple entities as either de-identified, limited data sets, or 
PHI. One example of a multiple distributed registry is the 
Greater Plain Collaborative (GPC) Clinical Data Research 
Network, which is funded by the Patient-Centered Outcomes 
Research Institute (PCORI) as a part of PCORnet.22 The GPC is 
a network of 12 medical centers in eight states. The network is 
comprised of public and private entities covering a large swath 
of the middle of the United States and encompassing a popula-
tion of six million across a total area of 679,159 miles. 

The data request process for multiple site registries is similar 
to single sites. Both instances utilize a data access agreement, 
but multiple site registries require a two-stage process. First, 

each site within the GPC decides whether the GPC should 
approve the project. Second, each site decides whether to 
provide its data to the project. If the project is approved and the 
site decides to provide data, the honest broker would collect the 
data and provide it to the coordinating site. The coordinating 
site aggregates the data and provides it to the requestor. 

From the researcher’s perspective, it can be challenging 
to create a multiple distributed registry network because 
systems map data in different ways and there are different 
processes for IRB review and waivers. Additionally, researchers 
often struggle with organizational culture, tolerance for risk, 
deciding what data they want to share for research purposes, 
and with whom they want to share their data.23 From a regula-
tory compliance and risk management perspective, contracting 
across multiple states with different types of institutions with 
different levels of risk tolerance can be a nightmare. Below are 
some of the issues, possible solutions, and best practices that 
the lawyers involved in the GPC have learned on the more than 
three-year journey with PCORI and PCORnet. 

1. Distributed data registries require a lot of contracts that 
need to be drafted, negotiated, and signed. This takes a 
fair amount of time to coordinate and can result in signif-
icant expense for some clients. Examples of the types of 
agreements needed are: an IRB reciprocity agreement,24 
data governance and use agreement, and external data use 
agreement. In addition, there are still sub-award agreements 
that are drafted and negotiated for research projects with 
multiple sites. 

2. Researchers may want to add additional sites to the network 
but they are not going to want to get everyone’s signatures 
on the agreement adding the site. We included a provision 
in our agreements simplifying the process for adding sites. 
Unfortunately, all of the current sites still need to sign the 
agreement. 

3. Researchers will want to use the cloud for other sites to 
access aggregated data sets. Some of the aggregated data sets 
will include limited data sets. A business associate agreement 
is needed for the cloud provider and appropriate security 
measures must be implemented.25 

4. There will be a tension between the state entities and private 
entities over the insurance, indemnification, and state law 
provisions.26 Usually, we all agree to remain silent on state 
law and most organizations accept that state institutions 

An additional level of complexity 
occurs when multiple data 
registries decide to join together 
in a distributed model to allow 
researchers to run queries 
against their own data registries.

http://www.healthlawyers.org


38    AHLA Connections  August 2017

typically do not have general liability or cyberliability insur-
ance. The crux of a negotiation usually revolves around the 
indemnification provision.27 

5. There will usually be considerable discussion, debate, and 
disagreement over who should have access to the data, the 
level of access needed (e.g., read only or more substantive 
access), and the costs associated with access. 

6. Often, the elephant in the room is commercialization. How 
do these large registries sustain themselves? Is commercial-
ization the most appropriate model? Is the correct model 
a combination of user fees and grant funding or is there 
another preferred model? 

Multiple Sites Sending Data to a Single Registry 
This type of database is usually a compilation of de-identified 
data from multiple sites. An example of the model of multiple 
sites sending data to a single database is the neurology prac-
tice-based research network by North Shore University Health 
System (NSUHS) in Evanston, IL.28 Currently, there are tool 
kits for ten different neurologic disorders at NSUHS.29 Each site 
collaborating in the neurology practice-based research network 
de-identifies its own data and forwards it to the department of 
neurology at NSUHS.30 The result is a registry of de-identified 
data across multiple sites. The medical records from NSUHS 
and other multiple sites use the electronic medical record to 
capture the same data in the same format across different 
institutions. NSUHS created documentation tools or forms in 
the electronic medical record that not only collect data in the 
same manner but also provide a mechanism to support the 
provision of best practices in care for neurology patients. These 
forms utilize preset check boxes and prepopulated drop-down 
lists as much as possible instead of free-text. This type of format 
captures data in a form that is easily collected, shared, and 
compared with similar reports.31 At the individual patient level, 
NSUHS leverages a clinical decision support tool that pops up 
boxes recommending care that meets best practices.32 These 
best practices can then be tracked to determine whether quality 
of care and patient outcomes have improved. 

For the registries that only contain de-identified data, an 
IRB review may still be merited. A data use agreement should 
be considered detailing the uses that may be made with the 
de-identified data and a prohibition against attempting to 

re-identify the data. In addition, there would be a licensing 
agreement for the documentation tools. The local site that sends 
the data likely will have the key to identify the data so appro-
priate security of the identifiable data would be required at the 
local site.

Conclusion
Big data presents both great potential rewards and risks for the 
health care sphere. The primary challenge for lawyers is to help 
navigate clients through the risk management process while 
still allowing health care research to move forward as efficiently 
as possible. 
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