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In his 2004 State of the Union Address, President 
George W. Bush provided a vision for health care in 
the United States whereby through “computerizing 
health records, we can avoid dangerous medical 
mistakes, reduce costs, and improve care.”1 Since 
then, the federal government has provided nearly 
$40 billion in incentive payments resulting in over 
96% of all non-federal acute care hospitals possessing 
certified electronic health record (EHR) technology.2 
Similarly, approximately 83% of office-based physi-
cians have implemented EHR systems to date.3

These information technology systems and the resulting 
hoard of data have created a new universe of vulnerabilities and 
potential risk. Breaches of protected health information (PHI) 
affected over 113 million individuals in 2015. During that time-
frame, “hacking” accounted for nearly 99% of all individuals 
affected but only about 20% of all reported breaches.4 In other 
words, while hacking incidents accounted for approximately 
one of every five breach incidents, these events accounted for 
nearly all of the individuals whose PHI was compromised in 
2015. Hacking has emerged as the unmistakable single greatest 
threat to the security of PHI.

The threat to EHRs and other forms of health informa-
tion technology posed by malevolent software (“malware”) in 
general and a sub-species known as “ransomware” is only now 
being realized. The first iterations of “ransomware” merely 
restricted access to certain files until payment was tendered. 
More recently, ransomware has evolved to the point where it 
actively encrypts underlying data, making recovery impos-
sible without a unique decryption key. (These programs are 
technically “crypto-ransomware” based on the additional step 
of encrypting the target files rather than only restricting user 
access. However, the term “ransomware” is used in this article 
to refer to both traditional ransomware and crypto-ransom-

ware sub-variants.) That key, available for a price, is stored on 
a “command and control” server somewhere on the internet. 
These servers are computers that hackers have compromised 
and commandeered to run their schemes. Further ratcheting 
up the pressure, the decryption keys are designed to self-
destruct after a fixed amount of time, adding urgency to the 
unfortunate ransomware victim’s despair when they learn that 
their system has fallen victim to one of these programs.5

Ransomware: New Wine, Old Bottles
The basic criminal strategy of ransomware is not new. Long 
before the invention of EHRs, King Richard I was captured 
near Vienna when returning to England from the Crusades and 
held until a “King’s Ransom” of nearly $150,000 marks, almost 
twice England’s GDP at the time (or approximately $3.3 billion 
in present value), was paid for his release.6 As recently as 2010, 
armed gunmen operating in the waters off the Horn of Africa 
captured freighters and their crews until millions of dollars 
were paid.7 The first known case of digital ransom-taking 
occurred in 1989 when a malicious program circulated via 
infected floppy discs and rendered a system unusable until the 
user paid a “license fee” of $189.8

Although the majority of contemporary single-system 
ransomware infections demand between $200 and $500 to 
unlock data, targets such as health care providers and their 
business associates that store more valuable information are 
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at risk of hackers commanding higher demands.9 In addi-
tion, recent versions of ransomware not only target individual 
machines or workstations, but also actively search for network 
drives, including backups and core servers that store shared 
databases and files across an enterprise.10

The proliferation of ransomware reflects the relatively 
recent widespread availability of sophisticated encryption 
algorithms and the rise of Bitcoin (BTC) as a form of anony-
mous and untraceable virtual currency. In 2014, one form of 
ransomware known as CryptoLocker hauled in an estimated 
$27 million worldwide.11 Between April 2014 and June 2015, 
which is before the most recent rash of infections affecting 
hospitals hit the news, ransomware victims reported more than 
$18 million in losses, according to the Federal Bureau of Inves-
tigation (FBI).12 Between June 4 and June 21, 2016, CryptXXX 
ransomware raked in over $45,000.13 In the first three months 
of 2016, all forms of ransomware accounted for approximately 
$209 million in revenues, putting ransomware on pace to 
become a $1 billion industry for the year.14

As demonstrated by these numbers, ransomware has become 
the preferred low-risk/high return value proposition for enter-
prising internet criminals. There is little fear of law enforcement 
reprisal, and ransomware software packages are available for 
sale by operators for a modest fee.15 A 2015 Trustwave Global 
Security Report estimated a 1,425% return on investment for a 
single ransomware campaign.16 According to data from the first 
half of 2016, attempted ransomware intrusions have increased by 
ten-fold to over 30,000 attempts per day on some systems.17

Traditional InfoSec Goals Thwarted by Ransomware
The traditional “triad” of information security aims to defend 
and maintain the confidentiality, integrity, and availability of 
information systems and the data they house.18 The Health 
Insurance Portability and Accountability Act (HIPAA) Secu-
rity Rule mirrors this principle, requiring covered entities and 
business associates to “[e]nsure the confidentiality, integrity, 
and availability of all electronic protected health information 
the covered entity or business associate creates, receives, main-
tains, or transmits.”19

Unlike other data breaches that involve a compromise 
of data’s confidentiality (i.e., the data is physically or virtu-
ally somewhere it is not supposed to be), most current forms 
of ransomware compromise the availability of not only the 
underlying data, but also the information systems themselves by 
locking users out of them altogether. For health care enterprises, 
these are mission-critical components of their daily operations 
and include EHRs, pharmacy systems, scheduling databases, 
and similar networks that are used to create, store, retrieve, and 
share data. In this respect, the threat posed by ransomware is 

different both in kind and scope from other types of breaches. 
Whereas the information lost in a compromised database 
had the greatest potential to affect the individuals to whom it 
is related, ransomware brings the institutional systems that 
create, store, and move the data to a grinding halt. Hospitals 
whose EHRs have fallen victim to ransomware have been forced 
to resort to pre-EHR “pen and paper” as they struggled to 
continue operations.20

Common Attack Vectors: Phishing, “Malvertising” 
and Zero-Day Attacks
Oftentimes, the first sign of ransomware infection is a  
screen like this one:

Ransomware most frequently gains entry into networks 
through users who unwittingly open malicious email attach-
ments. So-called “phishing” emails use social engineering to 
trick recipients into providing access credentials (which are 
then captured by the hackers) or opening an attachment (most 
often a Microsoft Word document) that will unleash a hidden 
ransomware program.21 The more personalized the lure, the 
more successful such attacks are likely to be.22

The cost of personalization in terms of the time required 
to gather background information and then incorporating it 
into highly targeted “spear-phishing” emails that appear to 
originate from known or trusted source has, so far, limited this 
type of threat.23 However, with the proliferation of company 
websites and social media, individuals are exposing much 
more of their once-private information through Facebook, 
Twitter, LinkedIn, and the like. At least one fraudster known 
as “TA530” may have found a way to scale spear-phishing by 
including the target’s name, title, phone number, and company 
name in the email body, subject, and attachments.24 Hackers 
also phish using so-called “soft targeted” emails aimed at 
individuals with a particular job title or in a specific industry. 
For example, a physician may receive an email with “lab 
results” attached, or a practice manager may receive a “resume” 
via email in response to a recent job posting online.25 It is 
estimated that in the first four months of 2016, up to 93% of 
phishing emails were ransomware lures.26

The compromise of legitimate advertisement networks 
also has caused ransomware infections to visitors who simply 
viewed websites with infected ads, without the need for any 
further clicking.27 This is accomplished by the surreptitious 
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insertion of ransomware into the advertising banners served by 
these networks, which then are shown to users worldwide on 
legitimate and popular websites. A recent advertising network 
infection served malicious ransomware-installing video ads to 
visitors of the BBC, The New York Times, the NFL, MSN, and 
AOL, among others.28

Ransomware infections also occur by the exploitation of 
known and unknown flaws in popular software such as Micro-
soft Windows, Adobe Flash, and others. Of particular concern 
are unknown or “zero-day” exploits that are “software or hard-
ware vulnerabilities that have been discovered by an attacker 
where there is no prior knowledge of the flaw in the general 
information security community, and thus no vendor fix or 
software patch available for it.”29 By their very definition, there is 
no way to prepare or defend against these attacks, hence the term 
“zero-day,” meaning there are “zero days” to fix the vulnerability 
before it is used maliciously. As such flaws are discovered, they 
usually are patched within a short time by software and hard-
ware vendors, assuming the products are still supported. This 
makes the installation of regular updates and patches, along with 
removing hardware and software that is no longer supported 
by security updates, an extremely high priority. In June 2016, 
a hacker was selling a plaintext database of 9.3 million records 
from an unnamed “U.S. health insurer” for 750 BTC (approxi-
mately $500,000) that they claimed to have obtained via a zero-
day exploit within Microsoft’s Remote Desktop.30 At least one 
government network also was taken offline after a ransomware 
attack via an unpatched zero-day exploit.31

In addition to zero-day exploits, failing to update systems 
and servers with the latest security patches also has led to 
ransomware infections.32 Hospitals, health insurers, govern-
ment agencies, and other large institutions are particularly 
susceptible to attacks that exploit software that is no longer 
patched or supported. Vulnerabilities in legacy systems 
including Windows XP-based machines for which official 
support ended in 2014 represent a potentially huge attack 
surface for all forms of malware, including ransomware.33 
Unfortunately, the health care industry’s poor reputation for 
information security,34 coupled with the value of the data that 
it possesses, makes the sector as a whole a ripe and tempting 
target for ransomware exploits. Unpatched network servers 
have been suspected but not confirmed as the culprits in several 
hospital ransomware attacks.35

Defense and Mitigation Strategies
Effective backups—meaning backups that allow for easy data 
restoration with little or no operational disruption once the 
infection itself is removed—are the best solution once ransom-
ware is found on a system. Attesting to this, Methodist Hospital 
in Henderson, KY, stopped a ransomware attack and restored 
affected data from backups without paying a cent by activating 
its backup systems, which permitted uninterrupted operations 
while the main system was restored.36 This scenario appears 
to be the exception rather than the rule, however. Several 
other hospitals reported ransomware infections in 2016, and 
it is believed many other infections have gone unreported.37 
The first reported ransomware infection affecting a hospital 
occurred at Hollywood Presbyterian Medical Center in Los 

Angeles in early February 2016. In that case, the hospital’s 
computer network was shut down38 and users were locked out 
of the EHR for more than a week.39 Eventually, the facility paid 
forty BTC (approximately $17,000) to restore its systems.40

Recent ransomware iterations have targeted attached 
network drives, making Windows Volume Shadow Copy and 
Apple Time Machine backups potentially vulnerable to encryp-
tion by ransomware. Because encrypted backups are unusable, 
offline backups disconnected from network access after they 
are written are ideal for this purpose. Backup and data restora-
tion policies and procedures are typically included in organiza-
tional disaster recovery plans, a required element of a HIPAA 

compliance plan,41 and should be regularly tested to ensure data 
integrity and ease of restoration.42 This planning should include 
testing of data and system backups that specifically quantifies 
the time required to restore compromised systems and data.

If effective backups do not exist, the choice becomes starker: 
abandon the data that has been encrypted or pay the ransom. 
For many health care systems, giving up on their data is not an 
option. Paying the ransom, however, is not recommended by the 
FBI, as it rewards criminal behavior, and is believed to encourage 
more attacks.43 This advice, however, can be difficult to follow for 
victims in the throes of a crisis. In such cases, paying the ransom 
in an individual case is oftentimes seen as “cheaper,” particularly 
if effective backups are not available. “The quickest and most 
efficient way to restore our systems and administrative functions 
was to pay the ransom and obtain the decryption key,” according 
to one hospital’s chief executive. “In the best interest of restoring 
normal operations, we did this,” he concluded.44 

The best defense to ransomware is to avoid becoming one 
of its victims. Although no defense is completely impenetrable, 
management and system administrators should focus resources 
in three important areas to fortify defenses against ransom-
ware: user education, technical defenses, and disaster recovery 
planning. In addition, given the attention that ransomware has 
received, anticipating this threat should be part of an organiza-
tion’s ongoing Risk Assessment and Risk Management plan-
ning under HIPAA.45

All users must be educated about the dangers presented 
by sophisticated phishing attacks in general, and ransomware 
in particular. Employees must understand the critical role 
that each of them play in protecting the organization’s data. 
Through new policies and training, organizations should strive 
for a high level of security awareness and culture change to 
minimize the possibilities that workforce members will unwit-
tingly unleash a ransomware attack on their own systems.

In addition to educating users on the well-worn adage 
about not opening up emails or attachments from unknown or 

Effective backups—meaning backups that al-
low for easy data restoration with little or no 
operational disruption once the infection itself 
is removed—are the best solution once ransom-
ware is found on a system.

http://www.healthlawyers.org


12    AHLA Connections  January 2017

strange senders, users must understand that even emails from 
“known” recipients can be manipulated through email spoofing 
(a process in which an email header is changed to conceal its 
origin or appear as if it was sent from a trusted source)46 or 
originate from unwitting accomplices (if their email creden-
tials have been compromised) in assisting hackers establishing 
a digital beachhead inside an organization.47 Illustrating the 
latter, hackers compromised a provider’s outside vendor who 
was engaged to send information such as newsletters, educa-
tional information, invitations, and announcements to patients, 
business associates, event attendees, website contacts, and 
other people associated with the provider. The intruders then 
used this access to send malware-laced emails that appeared 
to be legitimate since they originated from the provider to the 
provider’s contact database. The incident reportedly affected 
over 23,000 individuals according to information reported 
under HIPAA to the federal government.48

In addition, maintaining all currently available software 
and hardware security patches will reduce the attack surface 
available to ransomware and other threats. Other technical 
defenses such as firewalls, application white-listing, network 
segmentation, and software restriction policies can limit or 
slow the proliferation of ransomware from affecting an entire 
network.49 Finally, backups should be regularly maintained and 
tested for availability and integrity.

To Pay or Not to Pay, That Is the Question.
Fewer than 10% of hospitals surveyed by the Health Informa-
tion and Management Systems Society (HIMSS) reported that 
they would pay a ransom demand. Roughly half said they 
would not pay, and the remaining 40% were unsure.50 This 
sentiment mirrors IT executives generally; 84% of whom at 
companies that have never faced a ransomware attack said they 
would not pay. Interestingly, the same survey found that 43% of 
IT executives that had experienced a ransomware attack did, in 
fact, pay an average of $7,500.51

Illustrating the dangers of paying for files to be restored, at 
least one hospital system reported paying a ransom, only for 
the attackers to refuse to decrypt the files until more money 
was paid.52 Ironically, this attempt to double-down on a ransom 
demand may ultimately backfire; after all, if paying the ransom 
does not guarantee safe return of the data, the incentive to 
pay quickly evaporates.53 This development is not unique to 
health care ransomware, as the FBI has reported that ransom 
payments followed by no restoration has occurred in other 
industries.54 Moreover, some believe that hospitals’ willingness 
to pay ransoms has invited more attacks specifically targeted at 
the health care sector.55 In this regard, Senator Barbara Boxer 
has expressed concern shared by others that, “by hospitals 

paying these ransoms, we are creating a perverse incentive for 
hackers to continue these dangerous attacks.”56

HIPAA Implications of a Ransomware Attack
The presence of ransomware on a covered entity’s or a business 
associate’s computer systems represents a “security incident” 
under the HIPAA Security Rule and may also result in an imper-
missible disclosure of PHI in violation of the HIPAA Privacy 
Rule.57 Once ransomware is detected, an affected organization 
should initiate its security incident response and reporting 
procedures. Initially, this should include determining: (1) the 
scope of the incident to identify the networks, systems, or appli-
cations affected; (2) the origin of the incident; (3) whether the 
incident is finished, ongoing, or has cascaded into other security 
incidents; and (4) how the incident occurred.58 Subsequent inci-
dent response activities should include containing the incident, 
eradicating the malware, remediating the vulnerability that 
caused the infection, restoring lost or affected data from backups, 
and post-incident security reviews to determine if any further 
compliance activity is required or warranted.59

Technically speaking whether or not a ransomware infec-
tion constitutes a “breach” under the Privacy Rule is a fact-
specific determination, but in almost all cases it is likely that 
a breach has occurred in light of the Department of Health 
and Human Services Office for Civil Rights’ (OCR’s) statement 
that “[w]hen electronic protected health information (ePHI) is 
encrypted as the result of a ransomware attack, a breach has 
occurred because the ePHI encrypted by the ransomware was 
acquired (i.e., unauthorized individuals have taken possession 
or control of the information), and thus is a 'disclosure' not 
permitted under the HIPAA Privacy Rule.”60

This analysis becomes more complicated when the ransom-
ware affects ePHI that already is encrypted. In such cases, the 
affected organization must undertake the fact-specific inquiry 
into whether the encryption solution used “has rendered the 
affected PHI unreadable, unusable, and indecipherable to 
unauthorized persons.”61 Certain full disk encryption solutions 
may render data “unreadable, unusable, and indecipherable” 
while the device is powered down in sleep mode or turned off. 
However, many of these encryption solutions are designed to 
“transparently” encrypt and decrypt files at login or as they 
are accessed by the user. If an authorized user has unlocked 
the device, (and hence, the data contained on it is decrypted 
and “unsecured”), and it becomes infected by ransomware, 
the encryption solution is effectively bypassed. As with other 
instances where unsecured data is exposed to ransomware 
encryption, it is very likely that a breach has occurred.62 

The presence of ransomware on a covered 
entity’s or a business associate’s computer sys-
tems represents a “security incident”  
under the HIPAA Security Rule and may also 
result in an impermissible disclosure of PHI in 
violation of the HIPAA Privacy Rule.

Providers, their business associates, and oth-
ers who handle electronic data must continu-
ally adapt to meet this ever-changing threat 
environment or face the possibility that they 
too will be forced to pay their own modern-day 
King’s Ransom.

http://www.healthlawyers.org/News/Connections/Pages/default.aspx


healthlawyers.org   13

Thus, the implementation of even fully “encrypted” devices 
containing PHI could be the source of a “breach” under certain 
circumstances when compromised by ransomware.

OCR already has levied fines for potential HIPAA violations 
when digital devices containing PHI have been lost or stolen 
without any need to verify that the PHI they contained was ever 
actually accessed or used.63 In addition, at least one provider 
entered into a Resolution Agreement to settle a possible HIPAA 
violation arising from the breach of unsecured electronic 
protected health information affecting 2,743 individuals due to 
malware (other than ransomware) compromising the security 
of its information technology resources.64

Downstream Monetization of Ransomware Spoils
In addition to monetizing the restoration of encrypted files, 
attackers also derive value from the re-selling of the health 
care data itself. A form of ransomware called “Crysis” recently 
emerged that can remove data from, and take over admin-
istrative control of, compromised computers.65 According 
to statistics reported by OCR, since late 2009 nearly 1,500 
breach incidents have potentially exposed the medical data of 
over 155 million individuals in the United States.66 Although 
ransomware has not been directly implicated, in late June 2016, 
a hacker was offering to sell three separate health care “data-
bases” consisting of the electronic medical records of 48,000, 
210,000 and 397,000 patients from institutions in Missouri, the 
“Central/Midwest United States,” and Georgia, respectively.67 
The prices range between 151 BTC (approximately $100,000) to 
607 BTC (approximately $395,000).68

Conclusion
The proliferation of electronic medical records along with 
other trends towards the digitization of health care information, 
coupled with the critical need for these systems to maintain ordi-
nary operations has made health care a ripe target for ransom-
ware in particular.69 Ransomware will continue to proliferate 
as long as it remains profitable. As older versions become more 
easily detected and sometimes defeated, newer, stealthier, and 
possibly more destructive variants will continue to emerge. 
Providers, their business associates, and others who handle elec-
tronic data must continually adapt to meet this ever-changing 
threat environment or face the possibility that they too will be 
forced to pay their own modern-day King’s Ransom. 
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