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Clinical Trial Agreements Toolkit 

Privacy and Security 

 

Subject Results/Comments 

Explanation of 
General 
Importance from 
a Business 
Perspective 

Maintaining the privacy of Subjects’ individually identifiable 
health information is paramount to the protection of human 
subjects and promoting the candor and trust needed for clinical 
Study participation. In addition, hospitals, physicians, and other 
health care providers engaged in the conduct of clinical research 
are typically Covered Entities subject to the privacy and security 
requirements of the Health Insurance Portability and 
Accountability Act of 1996 and its implementing regulations 
(collectively, HIPAA). Pursuant to HIPAA, Covered Entities must 
ensure the privacy and security of individually identifiable health 
information (Protected Health Information, as defined by HIPAA 
and hereinafter referred to as PHI). 

Sites and Sponsors may be subject to other state and federal 
laws and regulations pertaining to “sensitive” information, such 
as genetic information and information related to substance 
abuse treatment, as well as state data breach notification laws. 

The purpose of information privacy and security provisions in a 
CTA is, in part, to ensure compliance with HIPAA and other data 
protection laws that relate to Subjects enrolled in Studies.  

For Studies conducted outside the United States, the data 
protection language is aimed at also protecting other individuals 
whose individually identifiable information may be “processed” 
for purposes of the Study. Access, use, and disclosure or 
“processing” of individually identifiable information is necessary 
to conduct and monitor the Study; publish Study results; and in 
some cases, submit to regulatory agencies for approval of a 
drug, device, or biologic. Therefore, another purpose of this 
clause is to permit access to such individually identifiable 
information for these purposes. 

NOTE: This section does not address compliance with 22 CFR 
Part 11 (regarding electronic records and electronic signatures 
submitted to FDA). For more information regarding Part 11, see 
FDA’s guidance available at 
www.fda.gov/RegulatoryInformation/Guidances/ucm125067.htm. 
See the “Representations and Warranties” section. 
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Contract 
Language—
Sample from 
Industry 
Sponsor’s 
Perspective 

Site shall comply with all applicable laws and regulations 
pertaining to the collection, use, storage, and disclosure of 
individually identifiable health information of Subjects enrolled in 
the Study (Health Information), including without limitation, 
HIPAA, as amended from time to time. 

Sponsor shall have the right to review and approve the Informed 
Consent and Authorization documents (Authorization 
Documents) relating to the Health Information of Subjects 
enrolled in the Study. Such Authorization Documents shall, to 
the extent permitted by applicable laws and regulations, permit 
the receipt and use of Health Information by Sponsor, its 
subcontractors, and other third-party researchers.  

Sponsor agrees, and Sponsor will require that any party to 
whom Sponsor discloses Health Information (Recipient) agrees 
to use and disclose the Health Information only as permitted in 
the Authorization Documents and in accordance with all 
applicable laws and regulations.  

The Authorization Documents may authorize the Sponsor and its 
subcontractors, including without limitation, Sponsor’s Contract 
Research Organization (CRO), to use Health Information for 
future research studies, to recruit research subjects to additional 
studies, to allow monitoring of the Study, and for submission of 
information to regulatory agencies in connection with marketing 
approval. 

 

Contract 
Language—
Sample from 
Site’s 
Perspective 

Site and Principal Investigator (PI) shall comply with applicable 
laws and regulations relating to the privacy and security of 
patient information, including, without limitation, the Health 
Insurance Portability and Accountability Act of 1996 and its 
implementing regulations, as amended from time to time 
(collectively, HIPAA). Site/PI shall obtain a signed informed 
consent and HIPAA authorization, as approved by the IRB and 
Sponsor, from each Subject. 

Sponsor acknowledges that Site (including its affiliated hospital(s) 
and medical practice(s)) (collectively, Health Facilities) are patient 
care facilities and considered Covered Entities subject to HIPAA. 
Accordingly, Health Facilities have a legal and regulatory 
obligation to protect and secure patient care information, as well 
as areas in which such information may be present or 
accessible. Sponsor hereby agrees to comply with Health 
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Facilities’ security policies and procedures relating to third-party 
access to patient information and records and shall require its 
subcontractors, including without limitation, CRO (if applicable), 
to comply to such policies. 

In the event Sponsor, its CRO, and/or their subcontractors come 
into contact or otherwise have access to a Subject’s identifiable 
information, then Sponsor shall ensure such information and the 
identity of the Subject is held in confidence and treated in 
accordance with all applicable laws and regulations, as well as 
the Authorization Document(s) signed by the Subject. Sponsor 
shall not attempt to identify or contact any Subject except to the 
extent permitted under the signed Authorization Document(s) 
provided to and signed by such Subject. Sponsor shall require 
its CRO and all subcontractors to comply with the foregoing. 

If Sponsor, its CRO, and/or their subcontractors, gain access to 
the medical records of, or are otherwise exposed to the 
identifiable information of a patient not participating in the Study, 
Sponsor shall ensure that such information and the identity of 
such patient is held in strict confidence. Sponsor shall require its 
CRO and all subcontractors to comply with the foregoing. 

Sponsor shall provide written notice to Site of any unauthorized 
access to or disclosure of individually identifiable personal 
information (Breach) within five (5) business days of becoming 
aware of such occurrence. Such notice shall include the timing 
and nature of the Breach. Sponsor shall take all reasonable 
measures to remedy such Breach. In the event that any records, 
in any form, are removed from Site or its Health Facilities, 
Sponsor shall ensure that such records are immediately 
returned to Site. 

 

Arguments 
Supporting 
Sponsor’s 
Position 

Drug and device manufacturers are typically not subject to data 
protection obligations under HIPAA, although they may be 
subject to data protection laws for studies conducted outside the 
United States. In the United States, once PHI has been 
disclosed by a health care provider (i.e., HIPAA Covered Entity) 
to a non-Covered Entity, the PHI is no longer subject to the 
protections of HIPAA, although it may still be subject to the 
terms of the Subject’s written consent/authorization, to the 
extent one has been executed.  

From the Sponsor’s perspective, these provisions in a CTA 
should simply restate the Site’s and PI’s legal and regulatory 
obligations under HIPAA and other applicable data protection 
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laws and regulations. The Sponsor should not undertake, 
contractually, any obligations to which it is not otherwise subject 
under law and regulation. 

 

Arguments 
Supporting Site’s 
Position 

Because Sponsors are not Covered Entities as defined by 
HIPAA, they are not subject to the same legal and regulatory 
requirements as Sites. And, although HIPAA requires a Site and 
its PI to obtain from each Subject a HIPAA authorization for 
Study purposes, HIPAA does not require the Sponsor to comply 
with the HIPAA authorizations.  

For risk mitigation purposes, the Sponsor should—at a 
minimum—acknowledge the Site’s regulatory obligations as a 
Covered Entity. Because of the legal protections surrounding 
Subject information, the Site also should obligate the Sponsor 
contractually to protect and use Subjects’ information only in 
accordance with the Authorization Documents signed by the 
Subjects.  

To fulfill its own regulatory obligations, the Sponsor will require 
the Site to provide access to the Site’s facilities and records for 
monitoring purposes. Such required access should be 
conditional on the Sponsor’s agreement to comply, and require 
its subcontractors to comply, with the Site’s privacy and security 
policies and procedures related to third-party access to patient 
areas and medical records (e.g. refraining from accessing 
restricted areas, and producing identification before accessing 
facilities and records). Without this condition, the Sponsor would 
be granted unfettered access and the Site may be in violation of 
certain HIPAA requirements (as well as the Site’s own policies 
and procedures). 
 
Because of the potential legal risk and liability associated with a 
breach of the Subjects’ individually identifiable health 
information, the CTA also should obligate the Sponsor to notify 
the Site of any data breaches within a reasonable time to allow 
the Site to evaluate the breach and determine if it has any 
breach notification obligations under federal or state law. The 
Sponsor should be required to immediately remedy the breach, 
and the Site also may seek to require the Sponsor to reimburse 
the Site for its costs to mitigate and respond to the breach (i.e., 
to provide required written notices to Subjects, etc.). 

 

Federal Laws and  HIPAA and its implementing regulations (45 C.F.R. Parts 
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Directives 160 and 164); 
 ICH E6 4.8.10; 
 21 C.F.R. § 50.25(a)(5); 
 45 C.F.R. § 46.117;  
 Genetic Information Nondiscrimination Act of 2008 

(GINA); 
 42 C.F.R. Part 2, Alcohol and Drug Abuse Treatment 

Records; and 
 Certificate of Confidentiality, the Public Health Service Act 

§ 301(d), 42 U.S.C. § 241(d). 
 

State/Local Laws 
and Directives 

 Mental Health Laws; 
 Genetic Testing/Genetic Information Laws;  
 HIV/AIDS/Sexually Transmitted Disease Confidentiality 

Laws; and 
 Data Breach Notification Laws. 

 

Case Law Kizer v. Sulnick, 202 Cal.App.3d 431 (1988). The Director of the 
Department of Health Services was entitled, pursuant to 
administrative subpoena, to order compelling production of a 
medical study commissioned by the attorney representing a 
group of residents in a civil action against a waste facility; 
production of the study would not violate the study participants’ 
right to privacy, the health study was material and relevant to the 
Department’s investigation of the facility, and if any individually 
identifiable medical records were part of the study, the right to 
privacy would justify at most either deletion of any named 
medical records upon the remainder of the health study being 
produced or deletion of information that individually identified 
participants. 

 

Georgia Advocacy Office v. Borison, 238 Ga. App. 780 (1999). 
The court, reviewing records of clinical trial participants to 
determine applicability of the Protection and Advocacy for 
Mentally Ill Individuals Act (PAIMI), Protection and Advocacy 
Individual Rights Act (PAIR), and the Protection and Advocacy 
of the Developmentally Disabled Act (PADD), had the inherent 
power to conduct in camera reviews and to fashion orders 
limiting the use and dissemination of records to protect patient 
privacy interests. 
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International 
Laws and 
Directives 

 EU Directive 95/46/EC (amended by Regulation (EC) No 
1882/2003);  

 EU Directive 2001/20/EC; and 
 J-GCP 51.1.10-11. 

 

Operational 
Considerations 

Sponsor’s Review of the HIPAA Authorization. There are two 
perspectives regarding the Sponsor’s review of the HIPAA 
authorization for a Study. First, a Site may object to the Sponsor 
having review rights of an informed consent/authorization 
because the Site is concerned that the IRB needs to be an 
independent reviewer with ultimate authority over the informed 
consent documentation. Furthermore, operationally, the re-
review of an authorization (consent) document may take 
considerable time. An alternative perspective is that obtaining 
the Sponsor’s review and approval of the Informed Consent and 
HIPAA authorization prior to IRB approval ensures that the Site, 
the Sponsor, and the IRB agree on the scope of the Sponsor’s 
use of Subject information. This approach would ensure the 
Sponsor’s compliance and remove any future claim that the Site 
failed to obtain the appropriate HIPAA authorization from the 
Subjects. If this approach is implemented, it is important that 
triggers are placed when template HIPAA authorizations are 
modified by the Sponsor. For instance, when a modified HIPAA 
authorization is submitted for IRB review, it must be 
accompanied by an approval by the Site’s Privacy Officer. From 
the Sponsor’s perspective, the Sponsor has an interest, 
especially in multi-center clinical trials, to ensure that Informed 
Consent and Authorization Documents are consistent across 
Sites. 

 

Site Electronic Records. As a Site transitions to an electronic 
medical records (EMR) system, the Sponsor may need access 
to both hard copy records and electronic records. The likelihood 
of a data breach involving hard copy records is less significant 
since a Site can easily implement safeguards to minimize 
opportunities for data breach. For instance, the PI can provide 
the Sponsor with a Subject’s medical record in a physical space 
separate from other patients’ medical records. With regard to 
EMR, Sites may not have the ability to place the same 
safeguards. A Site’s ability to control a monitor’s access will 
depend on the capabilities of its EMR. Some EMRs do not have 
the capability of limiting a user’s access to only records of 
certain patients or certain files within a medical record, or 
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restricting certain areas of a patient’s medical record (e.g. 
excluding mental health and HIV records). 

 

Site Privacy Practices. It is crucial that the Site’s legal counsel 
and Privacy Officer (or other designee) assess privacy practices, 
including administrative, technical, and physical safeguards 
relating to the Sponsor’s access to patient facilities, medical 
records, and PHI. The PI and research staff should be provided 
ongoing education and training on proper privacy practices when 
providing access to Sponsors and their CROs. 

 

Other Important 
Information 

Survival of Sponsor’s Privacy/Security Obligations. Drug and 
device manufacturers that sponsor Studies are typically not 
subject to HIPAA. Once the PHI has been disclosed it is no 
longer subject to the protections of HIPAA or the Health 
Information Technology for Economic and Clinical Health Act 
(HITECH), although it is subject to the terms of the Subject’s 
written consent and authorization, to the extent one has been 
executed. Because HIPAA protects PHI indefinitely (or, at least 
until 50 years after the Subject’s death), the Site will want to 
ensure that the Sponsor’s privacy and security obligations 
survive the expiration or termination of the CTA. 

 

Sponsor’s Use of PHI for Future Unspecified Research. Under 
the HITECH amendments to HIPAA, Covered Entities may seek 
Subjects’ permission to use their PHI for future, unspecified 
research activities. By way of the CTA provisions and Informed 
Consent documents, a Sponsor often seeks to gain access to 
PHI for these purposes, because such information can be 
valuable to the Sponsor’s subsequent research and 
development activities. The HITECH rules require a HIPAA 
authorization form to include a clear “opt in” for the patient to 
agree to such future use of his/her PHI.  

Although HITECH permits use of PHI for future, unspecified 
research, a Site may, as a matter of policy and/or institutional 
approach, choose not to give Sponsors such access to and use 
of patient information; or, alternatively, Sites may limit such 
information to a Limited Data Set (as defined by HIPAA).  

 


